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Abstract—Inter net mapsaregenerallyconstructedusing
the traceroute tool fr om a few sourcesto many desti-
nations. It appeared recently that this exploration process
givesa partial and biasedview of the real topology, which
leadsto the idea of increasingthe number of sourcesto im-
provethe quality of the maps. In this paper, wepresenta set
of experimentswehaveconductedto evaluate the relevance
of this approach. It appearsthat the statistical properties
of the underlying network have a strong in�uence on the
quality of the obtainedmaps,which can be impr oved using
massively distributed explorations. Conversely, somestatis-
tical properties are very robust, and so the known values
for the Inter net may be considered asreliable. We validate
our analysisusingreal-world data and experiments,and we
discussits implications.

Index Terms— Inter net topology, graphs, metrology, ac-
tivemeasurements.

INTRODUCTION.

Due to its fully distributed constructionand ad-
ministration, mappingthe Internet (in terms of IP
routersand IP-level links betweenthem) is a chal-
lengingtask. It is however essentialto obtainsome
informationon its global shape. Indeed,it plays a
centralrole in key problemslikenetwork robustness,
seefor instance[43], [4], [14], [15], simulationof
futureprotocolsanduses,seefor instance[41], and
many others.

ExploringtheInternettopologyis aresearchprob-
lem in itself, seefor instance[26], [28], [39], [57],
[62]. Indeed,many dif�culties (like the identi�ca-
tion of themultiple interfacesof asamerouter)arise
whenonewantsto mapthe Internet. Varioustech-
niquesandmethodshavebeenintroducedto achieve
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this goal. Someof them are very subtle,but cur-
rentexplorationsstill rely on theextensiveuseof the
traceroute tool: onecollectsroutesfrom agiven
setof sourcesto agivensetof destinations,andthen
mergestheobtainedpaths.Somepost-processingis
generallynecessaryto cleanthe obtaineddata,but
wedonot enterin thesedetailshere.

Two points are particularly important in the
schemesketchedabove. First, it mustbe clear that
theimageweobtainfrom thenetwork is partial (ex-
cept if the numberof sourcesand destinationsis
huge,wecertainlymisssomenodesandsomelinks)
andmaybebiasedby theexplorationprocess(some
propertiesof the obtainedmap may be inducedby
theway we explorethenetwork, not by thenetwork
itself). Second,thenumberof sourcescannotbein-
creasedeasily, whereasonecantake asmany desti-
nationasonewants.Indeed,oneneedsdirectaccess
to thesourcesin orderto runthetraceroute tool,
whereasoneonly needsthe IP addressesof thedesti-
nations.In thecaseof [26] for instance,which is one
of the largestexplorationscurrentlyavailable,only
a few dozensof sourcesareusedwhereasthereare
severalhundredsof thousandsdestinations.

Recently, several researchersconductedexperi-
mentalandformalstudiesto evaluatetheaccuracy of
theobtainedmapsof theInternet[1], [13], [17], [18],
[31], [32], [33], [35], [52], [56]. All thesestudiesuse
simple modelsof networks and traceroute but
they all givegoodargumentsof thefactthatthecur-
rentlyavailablemapsof theInternetarevery incom-
plete, and that thereprobably is an importantbias
inducedby theexplorationprocess.

In order to improve these maps, several re-
searchersand groupsnow proposeto deploy mas-
sively distributedmeasurementtools[25], [53], [55].
The basic idea is that dramatically increasingthe
numberof sourceswould signi�cantly improve the
qualityof theobtainedmaps.Our centralaim in this
paperis to rigorouslyevaluatethe relevanceof this
approach.

To achievethis,weconductanextensivesetof ex-
perimentsdesignedasfollows,accordingto thenat-
ural methodologyalreadyusedfor instancein [13],
[31], [35]. We considera graphG representingthe
network to explore.Wethensimulatetheexploration
processand obtain this way a (partial and biased)
view G0 of theoriginal graph. We thencompareG0

andG to evaluatethe quality of this view. We pro-
cessthissimulationusingall thepossiblenumbersof
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sourcesanddestinations,which makesit possibleto
study the impactof thesenumberson the accuracy
of theobtainedview. Likewise,we take a varietyof
graphsasmodelsof thenetwork, with very different
properties,in orderto investigatetheir in�uence on
the explorationprocessandhow muchthis process
is ableto capturethem. We alsostudyan important
real-world datasetwhich makesit possibleto evalu-
atetherelevanceof thesimulations.

Thepaperis organizedasfollows. First we de�ne
the statisticalpropertiesof networks relevant to our
study, we presentthemodelswe useanddiscussour
methodology(SectionI). Thenwe presentandana-
lyze the resultsof our simulationson variousmod-
els and statisticalproperties(SectionsII–IV). We
show how our approachcanbe usedto designef�-
cient explorationstrategiesby choosingappropriate
sourcesanddestinationsin SectionVI. SectionVII
is devotedto thecomparisonof our resultswith real-
world dataandexperiments,whichmakesit possible
to identify the most meaningfulsimulationsand to
evaluateourhypotheses.Finally wepresentourcon-
clusionsanddiscussthem.

I. PRELIMINARIES.

A network topologycannaturallybe represented
by agraph.For ourpurpose,thegraphdoesnotneed
to beweightednor directed.A routein thenetwork,
asgivenby the traceroute tool, is a pathin the
correspondinggraph. For a few years,a strongef-
fort hasbeenmadeto discover the topologyof the
Internetat IP and/orrouterlevel by extensive useof
traceroute and other tools (BGP tables,source
routing,etc).Seefor instance[12], [24], [26], [50].

Theobtainedmapsgive muchinformationon the
globalshapeof theInternet.In particular, they gave
evidenceof the fact that the Internet topology has
somestatisticalpropertieswhich makesit very dif-
ferent from the modelsuseduntil then, seefor in-
stance[10], [24]. This inducedan intenseactivity
in the acquisitionof suchmaps[26], [28], [50], in
theiranalysis[24], [59] andin theaccuratemodeling
of the Internet[9], [40], [63], [64]. See[51] for an
in-depthsurvey.

Our analysisof the exploration processwill be
basedon thesestatisticalpropertiesandthesemod-
els,which we presentbelow. We alsoneedto model
the traceroute tool andtheexplorationprocess,
which we also discussin this section. Finally, we

presentour methodology, and explain how our re-
sultsshouldberead.

Statisticalproperties

The Internet,at router level, is composedof sev-
eral millions of nodesand dozensof millions of
links. Let N denoteits numberof nodesandM its
numberof links.

It is well known, andquite intuitive, that theden-
sity of theInternetgraphis low: thenumberof exist-
ing links over thenumberof possibleones, 2�M

N �(N � 1) ,
is low. In otherwords,the averagedegreek of the
nodes(their averagenumberof links), i.e. k = 2�M

N ,
maybeviewedasa constantindependentof thesize
of thenetwork.

A lessknown point is that the averagedistance
(lengthof ashortestpathbetweentwo nodes)is low.
It typically scalesas log(N ). This is however not
surprising,sinceit is anessentialobjectiveof thede-
signof thenetwork, andsinceit is actuallyverynat-
ural for any graphwith someamountof randomness
to have a low averagedistance,seefor instance[8],
[37], [48]. In somespeci�c cases,the averagedis-
tancecanevenscaleasloglog(N ) or beboundedby
aconstantindependentof n [11], [60], [61], [49].

On the contrary, althoughit is now well under-
stood,the fact that thedegreedistribution of the In-
ternetgraphis very heterogeneoushasbeena sur-
prise [24]. Indeed,the proportionpk of nodesof
degreek might be approximatedby a power of k:
pk � k� � with � ' 2:5. Intuitively, this meansthat
mostnodeshave a low degreebut thereexistssome
nodeswith (very) high degree.Suchgraphsaresaid
to bescale-free.

Another important statisticalproperty measured
ontheInternetis its clusteringC de�nedasC = N �

N_
,

whereN � is the numberof triangles(threenodes
with threelinks) in thenetwork andN_ is thenum-
ber of connectedtriples (threenodeswith at least
two links) 4. In otherwords,C is theprobabilitythat
two nodesareconnectedtogether, giventhatthey are
both connectedto a samethird, which givesa mea-
sureof thelocal densityof thegraph.Theclustering
of theInternetis high,consideredasaconstantinde-
pendentof N .

4Thereareseveralde�nitions for thenotionof clusteringcoef�cient,
which all have their own advantagesand drawbacks. They are all
aimedat capturingthe local densityof graphs,andwould serve our
purposeequivalently.
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Modelingnetworks

The basic model for networks is the Erdos and
Rényi (ER) randomgraphmodel[8], [22]. In anER
graphwith n nodes,eachof the n�(n� 1)

2 possiblelinks
exists with a given probability p. Equivalently, an
ER graphis constructedfrom n nodesby choosing
m = p � n�(n� 1)

2 links at random.Notice thatanER
graphcontainsagiantcomponentassoonastheaver-
agedegreeis greaterthan1 [8]. In thefollowing this
conditionis alwaysful�lled andgenerallythegraph
itself is fully connected.

In such a graph, the averagedistancegrows as
log(n) [8] aslong asp is high enough.However, the
clusteringis small (it tendsto zerowhenn grows),
and the degree distribution follows a Poissonlaw
(pk � e� � � k

k! ). This implies in particular that all
thenodeshavea degreecloseto theaverage.There-
fore, althoughthis modelcanbe consideredasrel-
evantconcerningtheaveragedistance,it missesthe
two othermainpropertiesof theInternet.

An important step was made when Albert and
Barab́asi(AB) introducedtheirmodelbasedonpref-
erential attachment[2], [20]. In this model,nodes
arrive one by one and choosek neighborsamong
the existing oneswith a probability proportionalto
their degree. The degreedistribution of the nodes
in the obtainedgraphsfollow a power-law with an
exponent� 3 (it is possibleto modify this exponent
in othersmodelsusingpreferentialattachment).The
averagedistanceof suchagraphis logarithmicin the
numberof nodes,but theclusteringis low.

This modelhasbeenmodi�ed to givehighly clus-
terized graphs: in the Dorogovtsev and Mendes
(DM) model[19], nodesarriveoneby onebutateach
steponechoosesa randomlink f u; vg andthe new
nodeis linked to both u andv. This implies that a
nodeis chosenwith a probabilityproportionalto its
degree. Therefore,thepreferentialattachmentprin-
ciple is hiddenin this model,which inducesthefact
that DM graphshave a power-law degreedistribu-
tion. Moreover, sinceone forms a triangleat each
step,they haveahighclustering.

It is alsopossibleto samplea randomgraphwith
a prescribeddegree distribution using the Molloy
andReed5 (MR) model[38], [46], [47]. This gives

5Despiteit hasbeenintroducedin [6] andstudiedby Bollobasin [7],
this model is commonlyrefferred to as the Molloy and Reedmodel
sincetheseauthorsmadeit popularin their contributions[46], [47].
Wewill follow this conventionhere.

Model Density Distance Degree Clustering
ER YES YES NO NO

AB YES YES YES NO

MR YES YES YES NO

DM YES YES YES YES

GL YES YES YES YES

TABLE I
CHARACTERISTICS OF THE MODELS WE USE IN THIS PAPER

CONCERNING THE MAIN STATISTICAL PROPERTIES.

graphswith exactly the wanteddegreedistribution,
but with low clustering.[7], [38], [46], [47].

Finally, the Guillaume and Latapy (GL) model
[29], [30], basedon bipartite graphs,gives graphs
with powerlaw degreedistributionsandhighcluster-
ing, by samplinggraphswith prescribeddistribution
of clique(completesub-graph)sizes.

Theperformanceof thesemodelsaresummarized
in Table I. They are currently the most widely
usedfor the realisticmodelingof clusterizedscale-
freenetworksandhave all their own advantagesand
drawbacks. In particular, the parametersarediffer-
ent from onemodelto another:the main parameter
for ER and AB modelsis the averagedegree,and
theotherspropertiesof thesemodels(thedegreedis-
tribution for instance)areconsequencesof the con-
structionprocessitself. Likewise, the original DM
modelhasnoparameterbut thesizeof thegenerated
graphandonceagain,thepropertiesof thismodelare
containedin the constructionprocess.Finally, MR
andGL modelsarede�nedusingthedegreedistribu-
tionsonewantsto obtain,andmostof theproperties
(including the averagedegree)areconsequencesof
thesedistributions.Therefore,dependingon thetar-
getedproperty(degreedistribution, clustering,etc),
onewill useonemodelratherthananother.

Thesemodelshave beenconsideredas building
blocksfor morecomplex models.See[3], [9], [19],
[23], [34], [45], [51], [58], [63] for a descriptionof
someof these.

In the resultswe presenthere,our aim is to give
evidenceof the impactof thenetwork propertieson
the ef�ciency of a shortest-pathsbasedexploration.
In most cases,the resultsdo not vary qualitatively
betweentheAB andtheMR modelsontheonehand
(which have a power-law degreedistribution andno
clustering),andbetweentheDM andtheGL oneson
the other hand(both power-law degreedistribution
and clustering). We will thereforemainly present
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resultson ER, AB andDM models,except in Sec-
tion VII whereit is particularlyrelevant to useMR
andGL ones.

Modelingtraceroute andtheexploration

In thispaper, wewill make theclassicassumption
[13], [35] thata routeasobtainedby traceroute
is nothingbut ashortestpathbetweenthesourceand
the destination. It is known that this is not always
true,seefor instance[33], [36]. However, thischoice
is motivatedby thetwo following points:

� thisapproximationhaslittle in�uence, if any, on
our results,which we will demonstratein Sec-
tion VII,

� andrealisticmodelingof routesis nowadaysa
challengingissuefor which no bettersolution
usablein ourcontext is known [33], [36].

Moreover, let us emphasizeon the fact that we will
make an intensive useof route simulations,which
makesit crucial to be ableto processthemvery ef-
�ciently . To this respect,our assumptionhasimpor-
tantadvantages.

Sincetheremay be many shortestpathsbetween
two nodes,this is not suf�cient to properly de�ne
a modelof traceroute . At a givenmoment,the
routefollowedbyapacketwhenagivenrouterroutes
it to a destinationwill alwaysbe the sameindepen-
dentlyof thesender. This mayhave anin�uence on
the quality of the explorationprocess,thereforewe
includedit in our modelof traceroute : we al-
waysfollow thesameshortestpath(initially chosen
randomly)betweenany two nodes.In [35] a similar
modelof traceroute basedon shortest-pathshas
beenintroduced.

We now have a precisemodelof routesasviewed
by traceroute . But we also needa model for
the explorationprocess.We consideredtwo points
of view: in the �rst onewe supposethat we make
a snapshotof the network, and in the secondone
we supposewe make a long-timeexploration. This
leadsrespectively to theuniqueshortestpath(USP)
model,andto the all shortestpaths(ASP) one: we
either seeonly one route for any given sourceand
destination,or weseeall thepossibleones.TheASP
modelshouldnot beconsideredasa realisticmodel,
sinceonecannotexpectto getall shortest-pathseven
within a long period of time (in sucha long time,
the network is very likely to evolve). However it
can be consideredas a best caseprocedurewhen

dealingwith shortest-pathsor asanupperboundon
the amountof information one can expect from a
shortest-pathsbasedexploration. The actualqual-
ity of suchanexplorationliessomewherein between
USPandASP.

We alsoconductedexperimentsusingothermod-
els (randomshortestpath,severalshortestpathsbut
notall, etc),andtheresultsdid notqualitativelyvary,
sowedo notdetailthemhere.

Finally, we generallyconsidera set of sources
anda setof destinations,andmake the exploration
using eachpossiblecouple of sourceand destina-
tion in thesesets. Sucha study hasalreadybeen
conductedon real data in [5], where the authors
have de�ned this exploration schemeas a (k; m)-
traceroute study (the exact de�nition appears
later in [35]), where k is the number of sources
andm thenumberof destinationschosenat random.
Thenall traceroute areperformedbetweenthe
sourcesandthedestinations.We aregoing to usea
similarapproachin thefollowing.

Methodologyandgrayscaleplots

Ourglobalapproachis asfollows:
1) generatea graphG usinga given modelwith

someknown properties,
2) computea view G0 of G usinga given model

of theexplorationprocessanda setof sources
andof destinations,and

3) comparethe statisticalpropertiesof G0 to the
onesof G.

This methodologyis very natural,and hasalready
beenusedfor instancein [13], [31], [35].

Let us insist on the fact that we seekqualitative
resultsonly: we wantto know how qualitativeprop-
ertiesof thenetwork in�uencesthepropertiesweob-
serveduringanexplorationprocess,andhow reliable
aretheobtainedmapswith respectto somestatistical
properties. It makesno senseto interpretquantita-
tively theresultsobtainedwith thekind of approach
we usehere. On the contrary, by the simplicity of
the modelsandof the propertieswe use,we obtain
evidencesof thefactthatsomepropertiesplaya fun-
damentalrole in theexplorationwhereasothersmay
beneglected.

In the method sketchedabove, the third point
(comparisonof the original graphwith the view we
obtain)is adif�cult task.It generallyleadsto ahuge
amountof plotswhich onehasto compare.To help
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in this, we will make an extensive useof grayscale
plots which we de�ne as follows (seeFigure 8 for
someeasilyreadableexamples).

For agraphG with N nodes,weconsiderasquare
of sizeN � N . Eachpoint (x; y) of thesquarecor-
respondsto a view G0 of G usingx sourcesandy
destinationswith a given model of the exploration
process(the point (0; 0) is in the lower left corner).
Thepoint is drawn usingagrayscalerepresentingthe
valueof thenon-negativereal-valuedstatisticalprop-
erty p underconsideration:from black for p = 0 to
white for the maximal value of p (which might be
greaterthantherealvalue).

Therefore,in theseplots,thepoint (0; 0) is always
black (we do not seeanything using zero sources
andzerodestinationsandin this caseall theproper-
ties we will considerarenull) andthepoint (N; N )
has the grayscalecorrespondingto the value of p
for the original graph G (when every node is a
sourceanda destination,we seeeverything: G0 =
G). The pointsdarker thanthe point (N; N ) corre-
spondto conditionswherethe valueof p is under-
estimated,whereaspointsclearercorrespondto con-
ditionswhereit is over-estimated.Thegrayvariation
is linear: if a dot is twice darker than anotherdot,
thentheassociatedvalueis twiceaslarge.

Notice thateachpoint of sucha plot corresponds
to a graphG0, andcomputingsuchplotsis computa-
tionally expensive. Therefore,is it importantto ef�-
ciently computethemandto keepN quite low. We
conductedexperimentswith N = 103, N = 104 and
N = 105 typically, and,whereassome�nite sizeef-
fectsarevisibleonsmallgraphs(N = 103), theseef-
fectsdisappearfor graphsof sizeN = 104 andmore.
This is why we will presentplotsfor this valueof N
in general.

Finally, to improvethegrayscaleplotsreadability,
we addedon eachsuchplot the0:25–, the0:50–, the
0:75– andthe0:99–level lines,wherethel–level line
is de�ned asthe setof pointswherethe valueof p
over its maximalvalueis betweenl � 0:01 andl +
0:01. Theselines are often a precioushelp in the
interpretationof the grayscaleplots. SeeFigure 8
andtherestof thepaperfor examples.

I I . PROPORTION DISCOVERED

In thissection,we focuson themostbasicstatisti-
cal propertiesof anexploration,namelythepropor-
tion of discoverednodes,the proportionof discov-
eredlinks, and the quality of the evaluationof the

averagedegree. We presentthe relevant resultson
theER,theAB, theMR andtheDM models,andwe
explainwhich parametershaveastrongin�uence on
theseresults.

Notice that resultsusing similar approachhave
beenobtainedin [5], however our explorationsare
processedon randomgraphsinsteadof realdata,the
aim beingto highlight theparametersof themodels
andthereforethecharacteristicsof thegraphswhich
in�uence theef�ciency of theexploration.

All possibledestinationsandfew sources
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Fig. 1. Proportionof discoveredlinks versusaveragedegreein an
ER graph(�rst row) andin anAB graph(secondrow) whenoneuses
a USPexploration(left column)or anASPone(right column). Plots
aregiven for various(small) numbersof sources(namely1, 2, 5 and
10). All thenodesaretakenasdestinations.N = 104 .

Let us �rst studywhathappenswhenthenumber
of sourcesgrows but stayssmall (all the nodesare
destinations,thereforewe discover all of them). We
plot in Figure1 theproportionof discoveredlinks in
severalcases,asa functionof the(real)averagede-
greefor ER andAB graphs(theonly onesfor which
theaveragedegreeis abasicparameter).Thismakes
it possibleto checksomenaturalintuitions: thequal-
ity of the view grows with the numberof sources,
and it is betterfor ASP than for USP. Notice how-
ever that as the averagedegreegrows, the number
of (shortest)pathsbetweentwo given nodesgrows
rapidly. Therefore,the ASP exploration becomes
moreef�cient thanUSP, which fails in discovering
many links.

As alreadyexplainedin [31], the �uctuations in
theASPplots,whichmayseemsurprising,aredueto
thefactthatthemissedlinks areexactly theonesbe-
tweentwonodesatthesamedistancefromthesource
(sucha link cannotbe on a shortestpath from the
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source,and all othersare). Therefore,when most
nodesareat distance2 from thesource(for instance
when the averagedegreeis 69 on a 103 nodesER
graph),many links arebetweenthem,aretherefore
aremissed(which leadsto a hole in thecurve). On
the opposite,when thereareasmany nodesat dis-
tance2 from the sourceas at distance3 (typically
whenthe averagedegreeis 26), thenwe missonly
few links (andthereis abumpon thecurve).

Finally, thereis no signi�cant differencebetween
thebehavior of ER andAB graphs.Theseplotsalso
giveevidencefor thefactthat,for ERandAB graphs
with low averagedegree,only a few sourcesaresuf-
�cient if the numberof destinationsis large. The
mainreasonis thatwith a (very) low averagedegree,
thegraphis eithernon-connectedor nearlya tree.In
this lastcase,thegraphis obviouslyeasyto discover.
Thedensityof thegraphis thereforea�rst parameter
which stronglyin�uencestheef�ciency of anexplo-
rationprocess.

Randomgraphs

Theseremarksarecon�rmed for ERgraphsby the
grayscaleplotsin Figures2 and3. Whentheaverage
degreeis quite small, thereis no qualitative differ-
encebetweenASPandUSP(thereexists in general
very few shortestpathbetweenany two nodes)and
thequality of theview is goodeven for small num-
bersof sourcesanddestinations.

Fig. 2. ER graph: numberof nodes,numberof links, andaverage
degree.k = 10, N = 104 , USP(�rst row) andASP(secondrow).

On the contrary, whenthe averagedegreegrows,
so doesthe numberof shortestpaths,and the dif-
ferencebetweenASPandUSPbecomessigni�cant.
Thiscanbeobservedin Figure3,whereweshow the
plots for both USP and ASP on an ER graphwith
high averagedegree. In this case,the nodesarenot

harderto �nd thanin alow-averagedegreegraph,but
thelinks are.

Fig. 3. ER graph: numberof nodes,numberof links, andaverage
degree.k = 100, N = 104 , USP(�rst row) andASP(secondrow).

Thefactthattheaveragedegreeis obtainedby di-
viding two otherpropertieswhich are improved by
the useof moresourcesand/ordestinationshasim-
portantconsequences.If oneof the two properties
is highly biasedandthe other is not, thenthe aver-
agedegreewill havea strongbias.Thequotientacts
likea worst case�lter . Figure3 shows this effect on
denseER graphs.Sincethenumberof links is very
poorlyestimated,sois theaveragedegree.

In TableII we give a few moreprecisevaluesex-
tractedfromthepreviousplots,whichareof practical
interestsincethenumberof sourcesanddestinations
aresmall but greaterthanthoseusedin currentex-
ploration. Indeed,on the Internet,usingonly 0:1%
of nodesassourcesmeansusingseveral thousands
sourcesandonly onerecentproject[53] approaches
this nowadays.However, even with this numberof
sources,an ER grapheven with a low averagede-
greecannotbeexploredin a satisfactoryway in the
USPcase. In order to get a nearlyperfectview of
thenetwork in termsof links, onehasto useat least
1% of the nodesas sourcesin a network with low
averagedegree.

Still concerningER graphs,let usobserve that,as
announced,there is no qualitative differencewhen
onechangesthesizeof thegraph:thegrayscaleplots
for a 103 nodesER graph(Figure 4) and the ones
for a 104 nodesER graph with the sameaverage
degree(Figure2) arevery similar. Notice however
that when N grows, the proportion of sourcesand
destinationnecessaryto obtainanaccurateview de-
creases,even if the numberof sourcesanddestina-
tionsincreases.
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USP ASP

src dest k = 10 k = 100 k = 10 k = 100
0.1% 25% 48% 5.6% 83% 53.5%
0.1% 50% 68.6% 10.5% 94.7% 77.6%
1% 25% 99% 32.2% 99.8% 92.6%
1% 50% 99.9% 54.3% 100% 96.8%

TABLE II
INFLUENCE OF THE AVERAGE DEGREE k AND THE NUMBER OF

SOURCES AND DESTINATIONS ON THE PROPORTION OF

DISCOVERED LINKS. ER GRAPH, N = 104 .

Fig. 4. ER graph: numberof nodes,numberof links, andaverage
degree.k = 10, N = 103 , USP(�rst row) andASP(secondrow).

Scale-freegraphs

Let us now observe what happenswhenwe con-
sider scale-freegraphs. Let us begin with the AB
modelwhich makes it possibleto obtainscale-free
graphswith a givenaveragedegree(by choosingthe
numberof links createdfor eachnew node).In Fig-
ure 5 (all the plots, usingdifferentparameters,dis-
play a very similar behavior), we can seethat the
ef�ciency of theexplorationon suchgraphsis qual-
itatively similar to the oneon ER graphs,thoughit
is lower. If we want a very precisemap,however,
we needmuchmoresourcesanddestinations.There
is also a strongdifferencebetweenUSP and ASP,
which tendsto show that therearemultiple shortest
pathsbetweennodes.

If wemakethesameexperimentswith MR graphs
using a power law distribution, which also have a
scale-freenatureand should be equivalent to AB
graphs,we obtain the surprisingresultsplotted in
Figure6: the quality of the obtainedview is much
worse for MR graphsthan for AB graphs. Even
whenconsideringASP, oneneedsto take abouthalf

Fig. 5. AB graph: numberof nodes,numberof links, andaverage
degree.k = 10, N = 104 , USP(�rst row) andASP(secondrow).

sourcesanddestinationsto view 75% of the graph
(bothin termsof links andnodes).

Noticealsothattheaveragedegreeis surprisingly
well estimated,evenif overestimated.Indeed,since
the averagedegreeis the quotientof the proportion
of nodesandlinks discovered,if the two properties
havethesamekind of bias,thismaybehiddenby the
quotient:theevaluationof theaveragedegreeis good
whenever theratio betweenthenumberof links and
thenumberof nodesis accurate,even if thesenum-
bersthemselvesarewrong. Figure6 displayssuch
a behavior. Actually the averagedegreeis overesti-
matedsincehighdegreenodesandsomeof thelinks
attachedto themare�rst discoveredandlow degree
nodesarediscoveredonly in thelaststepsof theex-
ploration.

Fig. 6. MR graph: numberof nodes,numberof links, andaverage
degree.� = 2:5, N = 104 , USP(�rst row) andASP(secondrow).

The fact that MR graphsusingpower law distri-
butionsareharderto explore thanAB onesrely on
a simpleexplanation: in an AB graphwith average
degreek, the minimal degreeis k

2 (we add k
2 links

at eachstep,seeSectionI). On the contrary, in a
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MR graph,thenumberof low-degreenodes(andin
particularthe numberof nodeswith only one link)
is very high. During an explorationprocess,these
nodesaredif�cult to discover sincethey lie on very
few shortestpaths.For example,a nodeof degree1
andthe link attachedto it arediscoveredonly when
we choosethis nodeasa sourceor a destination.If
thenumberof suchnodesis high thentheestimation
of thesizeof thegraphwill bepoor.

Theseexplanationscanbecheckedasfollows. In-
steadof consideringtheoriginal MR graph,we con-
siderits corede�nedasthegraphobtainedby remov-
ing all thenodesof degree1anditeratingthisprocess
until thereis no suchnodeanymore.In otherwords,
the graphis composedof the core,to which areat-
tachedsometreestructures,whichweremove. If we
run the explorationon the coreof a MR graph,we
obtainthe plots in Figure7. Theseresultsaremore
in accordancewith theonesfor theAB graphs.No-
ticehoweverthatit is notonly dif�cult to �nd anode
of degree1, but alsoto �nd all thenodesof low de-
gree,which explainsthedifferencebetweenAB (no
nodesof degreelower than k

2 ) and the coreof MR
graphs.

ThedifferencebetweenASPandUSPis moreim-
portant in AB graphsthan in MR (or in the core
of MR), which shows that thereare more multiple
shortestpathsin anAB graphthanin aMR one.

Fig. 7. Coreof a MR graph:numberof nodes,numberof links, and
averagedegree.� = 2:5, N = 104 , USP(�rst row) andASP(second
row).

The importantpoint hereis that the quality of an
explorationof aMR graphis low becauseof thelarge
numberof low-degree nodesinducedby the cho-
sendegreedistribution. Suchnodes,amongwhich
aretree-likestructures,aredif�cult to discoversince
they lie on few shortestpaths,whereasthe core of

thegraphandespeciallythenodesof highdegreeare
rapidlydiscovered.

Clusterizedgraphs

Let us now considera DM graph,in which there
are many trianglesand the degreedistribution fol-
lows a power law. Like in anAB graph,thereis no
nodewith onlyonelink. Therefore,theeffectnoticed
above in MR graphsshouldnotappear.

Fig. 8. DM graph: numberof nodes,numberof links, andaverage
degree.N = 104 , USP(�rst row) andASP(secondrow).

However, one can seein Figure 8 that we again
obtainlow quality mapsof this kind of graphs.The
fact that the plots for USPandASP arevery simi-
lar indicatesthat therearevery few differentshort-
estpathsbetweennodes.This, andthe fact that the
quality of the obtainedviews is low, canbe under-
stoodasfollows. Whenonewantsto exploreaclique
(completegraph),or moregenerallya densegraph,
onehasto usea large numberof sourcesanddesti-
nations.For instancein a simpletriangle,two links
cannotbe discoveredsimultaneouslyby onetracer-
oute.Thereforethreetraceroutefrom wisely chosen
sourcesanddestinationshave to beprocessedto dis-
covereda triangle.Thesamehappensfor a k-clique
in whichk�(k� 1)=2 traceroutehaveto beprocessed.
Thehighclusteringin DM graphsis equivalentto the
factthattherearemany subgraphswhich arecliques
or almost.All thesepartsof thegrapharedif�cult to
explore.

Notice that this time theaveragedegreeis poorly
estimated,whichshowsthatinferringtheaveragede-
greeis very closely relatedto the estimationof the
numberof nodesandlinks discovered.Very similar
behaviors(seeFigures6 and8 for instance)maylead
to very different averagedegreeestimations. This
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warnsus againstdrawing fastconclusionsconcern-
ing propertiesobtainedby dividing apropertyby an-
otherone.

Finally, the conclusionof this sectionis the fol-
lowing: concerningthenumberof discoverednodes
andlinks, two propertiesof graphsmake themhard
to explorein differentways.The�rst oneis thelarge
numberof tree-like structuresaroundthecoreof the
graph. The secondoneis thehigh clusteringwhich
inducesmany densesubgraphs.The two properties
arecomplementaryandact on differentpartsof the
graph(on theborderandon thecore,respectively).

I I I . AVERAGE DISTANCE

Whenoneusesa few sourcesanddestinationsto
explorea graph,theobtainedview maynot becon-
nected.In thiscase,theaveragedistancedoesnot re-
ally makesense.However, theview rapidlybecomes
connectedandwe canthenestimatetheaveragedis-
tancein this view (by computingit exactly for a few
randomcouples,which convergesrapidly to thereal
value).

Noticethat,oncewehavediscoveredall thenodes,
adding new sourcesand/or destinationsdecreases
the averagedistance. We thereforebegin by over-
estimatingit, andthenit convergesto therealvalue.
Likewise,whenall nodeshave beendiscovered,the
USP exploration gives larger valuesthan the ASP
one.Therefore,theASPexplorationis moreef�cient
for theevaluationof theaveragedistance.Sincethe
USPexplorationis alreadyef�cient, we do not dis-
play theplotsfor ASP.

Fig. 9. Averagedistancefor (from left to right): ER graph(k = 10,
N = 104), AB graph(k = 10, N = 104 ), andDM graph(N = 104 ).
USP.

As one can checkin Figure 9, the evaluationof
the averagedistancerapidly becomesvery good in
all the cases.The plots are nearlyuniformly gray,
which meansthat a single traceroute is gener-
ally agoodrepresentative for theaveragedistancein
the whole graph. This is a consequenceof the fact
thatdistancesin a randomgrapharecenteredon the

averagevalue,seefor instance[16], [21]. Thisis also
true, even if the deviation is greater, for real inter-
net routes.See[36] andreferencestherein. Results
for ER graphswith variousaveragedegreesarevery
similar, andtheresultsfor MR graphsaresimilar to
theonesfor AB graphs,thereforewe do not present
theseplotshere.

Noticealsothepresenceof ablackhorizontalline
at the bottom of the plots which correspondto the
factthattheexplorationwith few destinationsyields
a set of small graphs(there is no large connected
component)which have a very small averagedis-
tance.

The evaluationof the averagedistanceis slightly
lessprecisefor DM graphs(thegrey is lessuniform).
This is dueto the fact that clusteringinducesshort-
cuts which make it possibleto (slowly) reducethe
distanceswhen we discover more links. Sincethe
discovery of the links of a DM graphis not very ef-
�cient (seeFigure8), the valuefor the averagedis-
tanceis re�ned whenthenumberof sourcesanddes-
tinationsgrows. /

IV. DEGREE DISTRIBUTION

Thedegreedistributionof theInternethasrecently
receivedmuchattention. It is themain propertyfor
which the biasinducedby the explorationhasbeen
studied[13], [31], [33], [35], [52], [56]. In particular
in [13], [35] it is shown that undersimpleassump-
tionsit is possibleto obtainaview with anheteroge-
neousdegreedistributionfrom anERgraph.Wewill
deepenthesestudyhereby consideringseveralmod-
els, exploration methods,and numbersof sources
anddestinations.

The questionwe addresshere is the following:
how fastdoesthe observed degreedistribution con-
verge to the real onewith respectto the numberof
sourcesand destinations? One may use the same
kinds of plots asabove to answerthis question,but
this would meanthat we needa real-valuedtest to
comparetwo distributions. Suchtestsexist (for in-
stancetheStudentt-testor theKolmogorov-Smirnov
goodness-of-�ttest),andsuchanapproachwouldbe
relevant here. However, we seekpreciseinsight on
howtherealdegreedistributionis approached,which
makesmorerelevanttheapproachconsistingin plot-
ting of resultsfor representativevaluesof theparam-
eters.Indeed,theseplotsmake it possibleto observe
the qualitative difference(e.g. power-law vs Pois-
son)betweenthe distributionsmoreeasily. Finally,
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like in therestof thepaper, we conductedextensive
simulationsandwe selectedthe most relevant ones
for thispresentation.
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Fig. 10. ERgraph:degreedistribution. k = 10, N = 104 , USP(top)
andASP(bottom).

Let us �rst considerER graphswith low average
degree. As shown in Figure 10, if the numberof
sourcesis very low thenthe obtaineddegreedistri-
bution is far from the real one. With an USP ex-
ploration,theobtaineddegreedistributionconverges
quiteslowly: it is still signi�cantly differentfrom the
realoneif we take 1% of sourcesand10%of desti-
nations. With an ASP exploration, the accuracy is
much better: the view is almostperfecteven with
only 0:5%of sourcesand20%of destinations.

The caseof ER graphswith high averagedegree
(Figure11) is moreinteresting:thepresenceof high
degreenodesmakes it possibleto obtain heteroge-
neousdegreedistributions,well �tted by powerlaws,
with partial USPexplorations. This hasbeenstud-
ied in previousworks[35], [52] to show that theex-
plorationbiasmaybequalitatively signi�cant. This
measurementbias occurswhen one considersvery
few sourcesandmany destinations(Figure11, top)
and the USP exploration. It disappearswhen one
considersa larger numberof sources,for instance
0:5%of thewhole(Figure11,bottom),or whenone

considersan ASP exploration(Figure12), even for
smallnumbersof sourcesanddestinations.

Notice also that, in intermediarycases,onemay
obtain surprising results like the plot for 5% of
sourcesand50%of destinationsin Figure11,which
hastwo peaks.As explainedin [35], this is dueto the
fact that in suchcasesmostof the links closeto the
sourcesarediscovered,whereastheonesclosefrom
thedestinationarenot. Therightmostpeakthencor-
respondsto nodesclosefrom thesources(for which
we haveall their links) while theleftmostonecorre-
spondsto thenodesclosefrom thedestinations(for
whichwemissalmostevery link).

These�rst resultsconcernER graphs,for which
the degreedistributions are not power-laws. They
show that it is quite dif�cult to obtain an accurate
view of thedegreedistributionof suchgraphs,which
is improvedsigni�cantly by theuseof many sources
and destinations.As alreadynoticed, the useof a
low numberof sourcesmayevengive degreedistri-
butionsqualitatively differentfrom therealones.
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Fig. 11. ER graph:degreedistribution. k = 100, N = 104 , small
numberof sources(top log-log scale)and large numberof sources
(bottomnormalscale).USP

If we now considerscale-freegraphs,the results
aretotally different: asonecancheckin Figures13
and 14 respectively for MR and DM graphs,both
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Fig. 12. ERgraph:degreedistribution. k = 100, N = 104 , ASP.
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Fig. 13. MR graph: degreedistribution. � = 2:5, N = 104 , USP
(top)andASP(bottom).

USPandASPexplorationsgiveaccurateviewsof the
actualdegreedistribution6, even for small numbers
of sourcesanddestinations.In thecaseof MR graphs
(the resultsaresimilar for AB graphs),the �t is ex-
cellent. In the caseof DM graphs,the obtainedex-
ponentis slightly lowerfor smallnumbersof sources

6Theimportantcharacteristicof apower-law distributionis its expo-
nent� , i.e. theslopeof thelog-logplot. Here,wedividethenumberof
nodesof agivendegreeby thetotalnumberof nodesN , includingthe
oneswhicharenotdiscoveredduringtheexplorationin concern.This
doesnotchangetheslopeandmakesit possibleto plot thedistributions
in a same�gure.

original
0.01%�5%

0.01%�100%
0.5%�100%

5%�100%
50%�100%

 0.0001

 0.001

 0.01

 0.1

 1

 1  10  100

 1

 1

 0.1

 0.01

 0.001

 0.0001
 10  100

original

5%�100%
5%�5%

0.01%�100%
0.01%�10%

Fig. 14. DM graph: degreedistribution. N = 104 , USP(top) and
ASP(bottom).

but it rapidlyconvergesto therealone.

In conclusion,thebehaviors of ER andscale-free
graphsarecompletelydifferentconcerningtheaccu-
racy of the obtaineddegreedistributions. Whereas
it is quite dif�cult (especiallyusing an USP ex-
ploration) to obtain an accurateestimationfor ER
graphs,the exponentof the power-law degreedis-
tributionof a MR, anAB or a DM graphis correctly
measuredeven with a small numberof sourcesand
destinations.Despitethefactthatusinga very small
numberof sourcesandalargenumberof destinations
maygiveusa wrongideaof theactualdegreedistri-
bution of a graph,we have shown that thesecases
arepathological. Indeed,assoonasthe numberof
sourcesgrows,thiseffectdisappears.

V. CLUSTERING

The clusteringof a graphis computedby divid-
ing thenumberof trianglesin thegraphby thenum-
berof connectedtriples(seeSectionI). Justlike the
averagedegreedependson theobtainednumbersof
nodesandlinks (seeSectionII), this meansthat the
evaluationof theclusteringof a graphwe obtainus-
ing anexplorationdependson how fastwe discover
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triangleswith respectto the speedat which we dis-
covertriples: theevaluationof theclusteringis accu-
rateif wediscoveraproportionof thetotalnumberof
trianglessimilarto theproportionof thetotalnumber
of triples we discover. We will thereforestudyhow
trianglesandtriplesarediscovered,togetherwith the
clusteringitself.

Fig. 15. ER graph: clustering,numberof triangles,andnumberof
triples.k = 10, N = 104 , USP(�rst row) andASP(secondrow).

Fig.16. DenseERgraph:clustering,numberof triangles,andnumber
of triples.k = 100, N = 104 , USP(�rst row) andASP(secondrow).

Let us �rst observe what happensfor ER graphs.
Noticethatwhentheaveragedegreeis low, thereare
almostnotrianglesin suchgraphs(andsothecluster-
ing is zero).Whentheaveragedegreegrows,sodoes
the clustering. We thereforeperformour measure-
mentsin bothcases.As onecancheckin Figures15
and16,thereis no realsurprise:increasingthenum-
bersof sourcesanddestinationsincreasestheevalu-
ationof theclustering,aconsequenceof thefactthat
thespeedsat which trianglesandtriplesarediscov-
eredarequitethesame.Thisis in agreementwith the
resultsin theprevioussectionwhich highlightedthe
factthatdensesubgrapharequitehardto explore.

If we turn to AB andMR graphs(thebehaviorsof

Fig. 17. AB graph: clustering,numberof triangles,andnumberof
triples.k = 10, N = 104 , USP(�rst row) andASP(secondrow).

the two kinds of graphsare very similar), seeFig-
ure 17, we againhave a very low clusteringbut in
theUSPcaseit is over-estimatedwhenwe consider
few sourcesanddestinations.This is a consequence
of thefactthatwediscovermuchmoretrianglesthan
triplesattheverybeginningof theexploration.How-
ever, the estimationsrapidly becomesaccurate,and
lower thantheinitial value.This canbeseenin Fig-
ure17: thedark valuecorrespondsto theclustering
of the original AB graph,andthe only caseswhere
the estimationis wrong arein the lower left corner.
TheASPexplorationsgivemoreaccurateresults.

Fig. 18. DM graph:clustering,numberof triangles,andnumberof
triples.N = 104 , USP(�rst row) andASP(secondrow).

Let us now observe what happenswith a highly
clusterizedgraph,obtainedwith the DM model. In
Figure18,wecanseethattheclusteringis well eval-
uatedin all the cases,except if we usemuchmore
sourcesthandestinationsor conversely(notice that
this is currentlythe casefor the explorationsof the
Internet). Indeed,in thesecases,there is a strong
differencebetweenthe speedat which we discover
trianglesandtriples. Whenthe numbersof sources
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anddestinationsaresimilar, on thecontrary, despite
we missmany trianglesandtriples, the proportions
we missof eacharesimilar. In this case,therefore,
theestimationof theclusteringis accurate.

In conclusion,we seein this sectionthatwhenwe
computeanexplorationof a graphwith low cluster-
ing we mayover-estimatetheclustering.This is due
to the fact that the views we obtainareconstructed
by merging tree-likestructures,which makesthetri-
angleshard to discover. It seemshowever that the
obtainedevaluationof theclusteringis quiteaccurate
evenfor smallnumberof sourcesanddestinationsif
the underlyinggraphhasa low clustering. On the
contrary, if thegraphis highly clusterized,we need
both a large numberof sourcesanddestinationsto
obtaina goodestimationbecausediscovering trian-
gles is dif�cult. This is particularly true when the
numberof sourcesor the numberof destinationsis
quite low, which implies that theobtainedview is a
merging of a few treesandthereforeover-estimates
thenumberof triplesbut containsvery few triangles.

VI. SOURCES AND DESTINATIONS PLACEMENT

Sincenot all nodesin the Internetplay the same
role (therearehighly connectednodeswhereasmost
have only a few connections,for instance),onemay
wonderif it is possibleto designplacementstrate-
gies for sourcesand/ordestinationswhich improve
the explorationprocess.We investigatethis ideain
this section.

The �rst well known differencebetweennodesin
the Internetis their degree. We will thereforecon-
sider the threefollowing simplestrategiesin which
we choosesourcesanddestinationsnodesin an or-
derdependingon their degrees.First we canchoose
both sourcesanddestinationsin increasingorderof
degrees,thereforewe will �rst conducttraceroutes
betweenlow-degreenodes.In anotherstrategy, both
sourcesanddestinationscan be chosenin decreas-
ing orderof degree,and�nally sourcescanbe cho-
senin increasingorder of degreewhereasdestina-
tionsarechosenin decreasingorder. Theotherstrat-
egy (decreasing-increasing)is symmetric. The re-
sultsshouldbecomparedto theonesobtainedwhen
we considersourcesanddestinationschosenat ran-
dom,aswealwaysdo in therestof thepaper. Notice
thatmany otherstrategies,basedon otherstatistics,
arepossible.We only presentthesimpleonesbased
on the degree,which alreadygivesgoodinsight on

whatmayhappen.For thesamereason,we focuson
thebasicstatistics,namelytheproportionsof nodes
andlinks discovered,andtheaveragedegree.

As onemayhave expected,thesestrategiesmake
no real differenceon ER graphs. Indeed,in these
graphs,all the nodeshave almostthe samedegree.
Moreover, the quality of the obtainedview is good,
even for small numbersof sourcesanddestinations
(seeFigure 2), thereforeone cannotexpect to im-
prove it drasticallyusingany strategy. Likewise,the
quality of the exploration of AB graphsis already
good even for reasonablenumbersof sourcesand
destinations.Therefore,evenif placementstrategies
improve theexploration,thedifferenceis not signif-
icant.

Fig. 19. MR graph: numberof nodes,numberof links, andaver-
agedegree. � = 2:5, N = 104 , USPwith four strategies(from top
to bottom): increasing-increasing,decreasing-decreasing,increasing-
decreasing,andrandom.TheASPplotsareverysimilar.

The �rst casefor which the placementstrategies
areinterestingto studyis thecaseof MR graphs,see
Figure 19. The obtainedresultsshow that sources
and destinationsplacementis de�niti vely relevant:
thethreestrategiesgive differentresults,alsodiffer-
ent from the randomstrategy. Moreover, the best
strategy seemsto be the increasing-increasingone.
This comesfrom the fact that, in scale-freegraphs,
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it is dif�cult to discover low degreenodes(seeSec-
tion II), whereasthey aretakenassourcesanddesti-
nationsin this strategy (andthereforewe ”discover”
them quickly). This explains that the increasing-
increasingstrategy signi�cantly improves the ob-
tainedview, whereasthedecreasing-decreasingstrat-
egy is inef�cient. Notice also that the averagede-
gree is overestimatedin all cases,even with the
increasing-increasingstrategy. However with this
strategy weensurethediscoveryof low degreenodes
�rst and the averagedegreeconvergesfasterto its
truevalue.

Fig. 20. DM graph:numberof nodes,numberof links, andaverage
degree. N = 104 , USP with four strategies (from top to bottom):
increasing-increasing,decreasing-decreasing,increasing-decreasing,
andrandom.TheASPexplorationsgive verysimilar results.

Finally, let us observe what happenson DM
graphs,seeFigure 20 for USP explorations(ASP
onesgive very similar results).In this case,thebest
strategy dependson one's aim. If the priority is to
discover a largenumberof nodesusingfew sources
or few destinations,thenthebeststrategy is certainly
the increasing-increasingone. This comesfrom the
fact that DM graphs,like MR ones,have a power-
law degreedistribution andsolow-degreenodesare
dif�cult to discover.

However, this strategy giveslow performancefor

thediscovery of links, andgivesa highly biasedav-
eragedegree. If thesepropertiesareof prime inter-
est,onemay prefer the increasing-decreasingstrat-
egy, which alsohastheadvantageof beingef�cient
if thenumberof sourcesandthenumberof destina-
tions aremoreor lessequal. This strategy actually
hasverygoodperformance,in particularif weseeka
very accurateview of thegraph: it signi�cantly im-
provethenumberof pointsabovethe0.99-linelevel.
This canbeunderstoodasa consequenceof thefact
that there is a high heterogeneitybetweensources
anddestinations.

In conclusion,weseethatplacementstrategiescan
beusedto improvesigni�cantly theef�ciency of the
explorations,but the choiceof an appropriatestrat-
egy is not trivial. Indeed,it dependsboth on the
propertiesof theunderlyinggraphandon one's aim.
Theseresultsare also helpful in understandingthe
resultsobtainedin previous sections. For instance,
they con�rm that low degreenodesare dif�cult to
discover, whichplaysanimportantrole in ourability
to mapthenetwork.

VII . REAL-WORLD DATA AND EXPERIMENTS

Until now, we presentedsimulationscarriedout
on modelsof networksandusingsimplemodelsfor
traceroute andtheexplorationprocess.We will
now make the samekind of experimentson real-
world datato evaluatethe relevanceof thesesimu-
lations.
To achieve this, we will usetwo the following data
sets:

� The �rst oneis a well known mapof the Inter-
netcalledMercator [27], [28]. It is obtainedby
usingmassively traceroute from only one
sourcebut with sourceroutingandseveralother
improvements.This maphasall the properties
we have mentioned:high clustering,power-law
degree distribution and low averagedistance.
We will focuson thecore of this graph,i.e. the
subgraphobtainedby iteratively removing the
nodesof degree1. Indeed,wehavealreadyseen
thatthetree-likestructuresaroundit aredif�cult
to discover, andouraim is now to identify other
propertieswhichmayin�uence theexploration.

� Theseconddatasetwe will useis thenecmap-
ping [44], [42]. It is obtainedusing282sources
distributed aroundthe world (public looking-
glasses)processingtraceroute probesfrom



15

thesesourcesto 282destinationschosenat ran-
dom in a given setof roughly onethousandIP

addresses.The numberof sourcesis therefore
hugecomparedto classicalexplorations(about
ten timeshigher)whereasthe numberof desti-
nationsis quitesmall. This datasetalsohasan
importantadvantage:we do not only have the
mapitself but alsotheactualroutesusedto con-
structit. As we will seein thefollowing, it will
make it possibleto deepensomeinterestingis-
sues.

A. Comparisonwith models

Usingthesetwo real-worldgraphs,we conducted
the sameexperimentsas the onespresentedabove
andwe comparedtheresultswith theonesobtained
on a randomgraphhaving exactly the samedegree
distribution (MR model) and on graphshaving the
samedistribution of clique sizes(GL model). The
resultsfor the basicstatisticsare presentedin Fig-
ure21 andin Figure22 for thecoreof Mercatorand
for thenecgraphs,respectively. Theresultsconcern-
ing the clusteringareplottedin Figure23 and247.
The resultsconcerningtheaveragedistanceandthe
degreedistributionsarevery similar to theonesob-
servedon models,thereforewe do not discussthem
further.
From Figure 21, Figure 22 and the onesdiscussed
before,we canderive the following interpretations,
which arequitesimilar for theMercator andthenec
graphs,despitethedifferentwaysthey havebeenob-
tained:

� the dif�culty in exploring thesegraphsis not
only dueto the presenceof tree-like structures
aroundthecore,sincewe removedthemin the
Mercator graph,andsincethenecgraphhasal-
mostno tree-likestructure,

� thesegraphscannotbe viewed as MR graphs
sincetheexplorationof thiskind of graphsgives
different results,despitethe fact we took MR
graphswith theverysamedegreedistributions,

� theclusteringcouldbeviewedasthemainprop-
ertyresponsiblefor thelow qualityof theexplo-
rations,sincethe resultsfor the Mercator and

7The jumpsin the grayscaleplots for the clusteringof the coreof
the Mercator graphandthe necgrapharedueto theonesin the plot
of the numberof triples. Themselves are consequencesof the fact
that, at this point, we take a very high-degreenodeasa sourcewith
many destinations,whichsuddenlyincreasesthenumberof triples(by
d(d � 1) whered is thedegreeof thenode).

Fig. 21. Numberof nodes,numberof links, andaveragedegreefor
(from top to bottom): the coreof theoriginal Mercator graph,a MR
graphwith exactly the samedegreedistribution, andGL graphwith
thesamedistributionof cliquessizes.USP explorations.

Fig. 22. Numberof nodes,numberof links, andaveragedegreefor
(from topto bottom):thenecgraph,aMR graphwith exactly thesame
degreedistribution,andGL graphwith thesamedistributionof cliques
sizes.USP explorations.

necgraphsarequitesimilar to theonesfor DM
graphs(Figure8, �rst row) andto the onesfor
GL graphs(Figures21 and22,third rows).

This lastconclusion,however, is not completelysat-
isfactory. Indeed,it appearsthat no modelsucceed
in capturingreally well the behavior or Mercator
and nec graphsconcerningthe exploration. This
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may indicate that other propertiesthan the degree
distribution and the clusteringmay play an impor-
tant role, seefor instancetheonesproposedin [39].
This canbe checked by observinghow the cluster-
ing is approximatedduringexplorationsof our real-
world graphs,and exploration of comparableGL
graphs,seeFigures23 and24. From these�gures,
it seemsthat themodelsdo not captureall theprop-
ertieswhich in�uence theexplorationprocess,even
if thelow degreenodesandtheclusteringhave been
clearlyidenti�ed amongthem.

Fig. 23. Clustering,numberof triangles,numberof triples for the
coreof the original Mercator graph(�rst row) anda GL graphwith
thesamedistributionof cliquessizes(secondrow). USP explorations.

Fig. 24. Clustering,numberof triangles,numberof triples for the
originalnecgraph(�rst row) andaGL graphwith thesamedistribution
of cliquessizes(secondrow). USP explorations.

B. Goingfurther
The exact sourcesand destinations,and the ob-

tainedroutes,usedtoproducetheMercatorgraphare
not available. Therefore,in this casewe cannotplot
the grayscaleplots wherewe take the samesources
anddestinationsasin therealexploration,andwhere
we take realroutesratherthanshortestpaths.

This is possiblewith graphsobtainedusingmore
sourcesand for which we have the information of
which routeshave beendiscovered. We have all
this informationfor the necdataset. This makesit
possiblein this caseto comparethe grayscaleplots
obtainedusing the real traceroute pathsto the
grayscaleplots obtainedwith shortestpaths. This
is of prime interestsinceit allows the evaluationof
our hypotheses,like for instancethe approximation
of realrouteswith shortestpaths.

This leadusto computegrayscaleplotswherewe
take the samenumberof sourcesanddestinationas
in the original exploration(namely282each),cho-
senat random,andin which we approximateroutes
with shortestpaths,justasbefore(weusedbothUSP

and ASP). This givesFigures25 and26. Thenwe
comparetheseplots to the onesobtainedwhen we
take the sourcesanddestinationsas in the original
exploration, and we usethe real routesdiscovered
by traceroute , whichgivesFigures27 and28.

Fig.25. Numberof nodes,numberof links,andaveragedegreefor the
necgraphusingrandomsourcesanddestinationsandshortest-paths.
USP (�rst row) andASP (secondrow).

Fig. 26. Clustering,numberof trianglesandtriplesfor thenecgraph
usingrandomsourcesanddestinationsandshortest-paths.USP (�rst
row) andASP (secondrow).
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Fig. 27. Numberof nodes,numberof links, andaveragedegreefor
thenecgraphusingthereal routesdiscoveredby traceroute .

Fig. 28. Clustering,numberof trianglesandtriplesfor thenecgraph
usingthereal routesdiscoveredby traceroute .

The plots �t surprisinglywell, the resultson the
real-world databeingin generalbetweenanUSP and
an ASP simulation. This is a very importantpoint,
sinceit givesevidenceof thefactthatthesimulations
we conductedthroughoutthe paperrely on reason-
ableapproximations.Theresultsshouldthereforebe
consideredasrelevant,thebiasinducedby themod-
els of the explorationandof the routesbeingnegli-
gible fromour qualitativepointof view. Let usinsist
onceagain,however, on the fact that theseresults
haveno meaningfrom aquantitativepointof view.

Onemayalsoconsidertheactualnumberof nodes
one obtainsusing the maximal numberof sources
anddestinations(here,282), seeTableIII. Whenthe
sourcesanddestinationsarethesameasin theorigi-
nal exploration,andtheroutesaretherealones,one
seesof courseall thegraph,andtheclusteringis the
real one. With the models,mostnodesarediscov-
eredbut approximatelyonequarterof the links are
missed.As alreadyexplained,this maybea conse-
quenceof the presenceof links which arebetween
nodesat the samedistancefrom the sources.How-
ever, neitheran USP nor an ASP explorationcansee
suchlinks, andTableIII shows thatheretheASP ex-
plorationdiscoverslinks muchbetter. Therefore,the
poor performanceof USP is mainly duehereto the
factthatthereexistsseveral(many) shortestpathsbe-
tweensourcesanddestinations.This indicatesthat
repeatingthe explorationat several datesmay help
in improving themaps,sinceonemaythendiscover
severalshortestpaths.

nodes links cc
original 1.000 1.000 0.087

randomnodes/usp 0.997 0.741 0.0079
randomnodes/asp 0.999 0.978 0.012

TABLE III
NUMBER OF NODES, NUMBER OF LINKS AND CLUSTERING

DISCOVERED WHEN ALL PATHS HAVE BEEN PROCESSED, FOR

ORIGINAL ROUTES AND FOR USP AND ASP EXPLORATIONS WITH

RANDOM SOURCES AND DESTINATIONS.

CONCLUSION AND DISCUSSION

We conductedan extensive set of simulations
aimedat evaluatingthe quality of currentmapsof
the Internetand the relevanceof increasingsigni�-
cantly the numberof sourcesand/ordestinationsto
improve it. To achieve this, we consideredthemost
commonlyusedmodelsof graphs(namelythe ER,
the AB, the MR, the DM andthe GL ones). Using
thesesimplemodelshastheadvantageof makingit
possibleto studyseparatelythe in�uence of various
simple statisticalproperties. We constructedviews
of thesegraphsand comparedthem to the original
graphs.We focusedon the proportionof the graph
discovered(bothin termsof nodesandlinks), theav-
eragedegree,theaveragedistance,thedegreedistri-
butionandtheclustering,which areamongthemost
relevantstatisticalpropertiesof complex networksin
general,andof theInternetin particular.

Wepresentedin thispaperourmostsigni�cant re-
sults. To do so, we introducedthe grayscaleplots
and the level lines, which make it possibleto give
a syntheticview of a hugeamountof information,
andto interpretit easily. We alsodiscussedhow ex-
plorationmay be improved by placementstrategies
for the sourcesanddestinations,andwe compared
the resultson network modelsto the onesobtained
on real-world data. This last point con�rmed that
the simpli�cations and assumptionswe have made
in our simulationsdo not in�uence signi�cantly the
obtainedresults.

From theseexperiments,we derive the following
conclusions:

� Two statistical propertiesof graphsin�uence
strongly our ability to obtain accurateviews
of themusingtraceroute : the presenceof
many tree-like structuresand the high cluster-
ing. Thesetwo propertiesactindependentlyand
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their effectsarecombinedin thecaseof theIn-
ternet.

� It is relevant to use massively distributed ex-
ploration schemesto obtain accuratemapsof
scale-freeclusterizednetworksliketheInternet,
in particularif we want to discover mostnodes
and links, and have an accurateestimationof
the clustering. Using morethana few sources
shouldyield muchmoreprecisemaps.

� On the contrary, the evaluationof the degree
distribution of such a network, as well as its
averagedistance,is achieved with very good
precisioneven for reasonablysmall numberof
sourcesanddestinations.

� The detailsof the exploration scheme(for in-
stanceUSP versus ASP or the behavior of
traceroute ) tendsto have little importance
when the number of sourcesand destination
grows. In the caseof the Internet,this means
thatdistributingexplorationscanbeviewedasa
way to improve the independenceof theresults
from the explorationschemeandthe detailsof
routeproperties.

� Despitethefactthatpower-law degreedistribu-
tion and high clusteringplay a role in the ef-
�ciency of the explorationsof the Internet, it
seemsthatotherunidenti�ed propertiesalsoin-
�uence thisef�ciency.

� Sourcesanddestinationsplacementis relevant
for theimprovementof theexplorations,but the
choiceof theplacementis relatedto theproperty
one wants to capture. Moreover in real mea-
surements,the nodesare indistinguishablebe-
fore the measurements,thereforesucha place-
ment is quite challengingandshouldbe modi-
�ed duringtheexploration.

Finally, theseresultsmake it possibleto conclude
thatwe maybecon�dent in thefact thattheInternet
graphhasa very heterogeneousdegreedistribution,
well approximatedby a power law, andthat thecur-
rent evaluationof the exponentof this distribution
is quite accurate:currentexplorationsuseenough
sourcesto ensurethat we do not obtain biasedex-
plorationsof ER-like graphs,andin the othercases
it seemsthattheestimationof thedegreedistribution
is accurate.Likewise, onemight give credit to the
availableevaluationsof the averagedistancein the
Internet. On the contrary, despitethe clusteringof
the Internetis certainly quite high, the estimations

we have should be consideredmore as qualitative
thanquantitative.

Much could be doneto extendour results. First,
onemay considermoresubtlestatisticalproperties,
like the correlationsbetweennodedegrees,or the
correlationsbetweendegreeandclustering.Onemay
alsostudymorepreciselysomeregimesof specialin-
terest,like for exampletheonescurrentlyused(few
sourcesand many destinations),or the one where
eachsourcecanrun traceroute a limited num-
berof times. Oneshouldalsoconductsomeexperi-
mentswith morerealisticmodelsof traceroute .
Finally, thesesimulationsresultsmayprovide some
hints and directionsfor the formal analysisof the
quality of Internetmaps. Suchstudieshave began
[13], [18], but for now only the degreedistribution
hasbeenstudiedin speci�c cases.Much remainsto
bedonein this challengingdirection.

Notice also that we only consideredhere the
router level of the Internetand its exploration us-
ing traceroute . The samekind of studyshould
beconductedat theAutonomousSystems(AS) level
andincludingothertechniqueslike for examplethe
useof BGPtables.Themodelingof suchtechniques
is howeveraproblemin itself.

Finally, let us insist on the fact that most real-
world complex networks, like the World Wide Web
andPeerto Peersystems,but alsosocialor biologi-
cal networksaregenerallynot directly known. Var-
ious explorationschemesareusedto infer mapsof
thesenetworks, which may in�uence the vision we
obtain.Themetrologyof complex networksis there-
foreageneralscienti�c challenge,for whichthegoal
is to beableto deducepropertiesof therealnetwork
from the observed ones. The methodologywe de-
velopedheremaybeappliedto thesedifferentcases
with bene�t.
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