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Abstract—Inter net mapsare generally constructedusing
the traceroute  tool from a few sourcesto many desti-
nations. It appeared recentlythat this exploration process
givesa partial and biasedview of the real topology, which
leadsto the idea of increasingthe number of sourcesto im-
provethe quality of the maps. In this paper, we presenta set
of experimentswe have conductedto evaluate the relevance
of this approach. It appearsthat the statistical properties
of the underlying network have a strong in uence on the
quality of the obtained maps,which canbeimprovedusing
massvely distrib uted explorations. Conversely, somestatis-
tical properties are very robust, and so the known values
for the Inter net may be considered asreliable. We validate
our analysisusing real-world data and experiments,and we
discussits implications.

Index Terms— Inter net topology, graphs, metrology, ac-
tive measuements.

INTRODUCTION.

Due to its fully distributed constructionand ad-
ministration, mappingthe Internet(in termsof IP
routersand IP-level links betweenthem)is a chal-
lengingtask. It is however essentiato obtainsome
informationon its global shape. Indeed,it playsa
centralrolein key problemdik e network robustness,
seefor instance[43], [4], [14], [15], simulationof
future protocolsanduses,seefor instancg41], and
mary others.

Exploringthelnternettopologyis aresearctprob-
lem in itself, seefor instance[26], [28], [39], [57],
[62]. Indeed,mary dif culties (like the identi ca-
tion of the multiple interfacesof a samerouter)arise
whenonewantsto mapthe Internet. Varioustech-
niguesandmethodshave beenintroducedo achieve
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this goal. Someof them are very subtle, but cur
rentexplorationsstill rely ontheextensie useof the
traceroute  tool: onecollectsroutesfrom agiven
setof sourcedo a givensetof destinationsandthen
meigesthe obtainedpaths. Somepost-processing
generallynecessaryo cleanthe obtaineddata, but
we do not enterin thesedetailshere.

Two points are particularly important in the
schemesketchedabove. First, it mustbe clearthat
theimagewe obtainfrom the network is partial (ex-
ceptif the numberof sourcesand destinationsis
huge,we certainlymisssomenodesandsomelinks)
andmay be biasedby the explorationprocesgsome
propertiesof the obtainedmap may be inducedby
the way we explore the network, not by the network
itself). Secondthe numberof sourceannotbein-
creaseckasily whereaone cantake asmary desti-
nationasonewants.Indeed,oneneeddirectaccess
tothesourcesn orderto runthetraceroute  tool,
wherea®neonly needghelp addressesf thedesti-
nations.In thecaseof [26] for instancewhichis one
of the largestexplorationscurrently available, only
a few dozensof sourcesareusedwhereaghereare
severalhundredsf thousandslestinations.

Recently several researcherconductedexperi-
mentalandformal studieso evaluatetheaccurag of
theobtainedmapsof thelnternet{1], [13], [17], [18],
[31],[32], [33], [35],[52], [56]. All thesestudiesuse
simple modelsof networks and traceroute but
they all give goodargumentsof the factthatthe cur
rently availablemapsof the Internetareveryincom-
plete, and that there probablyis an importantbias
inducedby the explorationprocess.

In order to improve these maps, several re-
searchersaind groupsnow proposeto deploy mas-
sively distributedmeasuremertbols[25], [53], [55].
The basicidea is that dramatically increasingthe
numberof sourceswould signi cantly improve the
quality of the obtainedmaps.Our centralaimin this
paperis to rigorously evaluatethe relevanceof this
approach.

To achieve this, we conductanextensve setof ex-
perimentdesignedasfollows, accordingto the nat-
ural methodologyalreadyusedfor instancein [13],
[31], [35]. We considera graphG representinghe
network to explore. We thensimulatetheexploration
processand obtain this way a (partial and biased)
view GP of the original graph. We thencompareG°
and G to evaluatethe quality of this view. We pro-
cesghis simulationusingall the possiblenumbersof



sourcesanddestinationsywhich makesit possibleto
study the impactof thesenumberson the accurag
of the obtainedview. Likewise,we take a variety of
graphsasmodelsof the network, with very different
properties,n orderto investigatetheir in uence on
the exploration processand how muchthis process
is ableto capturethem. We alsostudyanimportant
real-world datasetwhich makesit possibleto evalu-
atetherelevanceof the simulations.

Thepaperis organizedasfollows. Firstwe de ne
the statisticalpropertiesof networks relevantto our
study we presenthe modelswe useanddiscussour
methodology(Sectionl). Thenwe presentandana-
lyze the resultsof our simulationson variousmod-
els and statisticalproperties(Sectionsll-IV). We
shov how our approachcanbe usedto designef -
cient exploration stratgjiesby choosingappropriate
sourcesaanddestinationsn SectionVI. SectionVII
is devotedto thecomparisorof our resultswith real-
world dataandexperimentswhich makesit possible
to identify the most meaningfulsimulationsandto
evaluateour hypotheseskinally we presenbur con-
clusionsanddiscusghem.

|. PRELIMINARIES.

presentour methodology and explain how our re-
sultsshouldberead.

Statisticalproperties

The Internet,at routerlevel, is composedf sev-
eral millions of nodesand dozensof millions of
links. Let N denoteits numberof nodesandM its
numberof links.

It is well known, andquite intuitive, thatthe den-
sity of theInternetgraphis low: thenumberof exist-
ing links over the numberof possibleones,%,
is low. In otherwords,the averagedegreek of the
nodes(their averagenumberof links), i.e. k = £,
may be viewedasa constanindependenof the size
of the network.

A lessknown point is that the averagedistance
(lengthof a shortespathbetweertwo nodes)s low.
It typically scalesaslog(N). This is however not
surprising sinceit is anessentiabbjectve of thede-
signof the network, andsinceit is actuallyvery nat-
uralfor any graphwith someamountof randomness
to have alow averagedistance seefor instanceg8],
[37], [48]. In somespeci c casesthe averagedis-
tancecanevenscaleasloglog(N) or beboundedoy
aconstanindependenof n [11], [60], [61], [49].

by agraph.For our purposethegraphdoesnotneed
to beweightednor directed.A routein the network,

asgivenby thetraceroute tool, is a pathin the
correspondingyraph. For a few years,a strongef-

fort hasbeenmadeto discover the topology of the
Internetat IP and/orrouterlevel by extensve useof

traceroute and othertools (BGP tables,source
routing,etc). Seefor instancg12], [24], [26], [50].

The obtainedmapsgive muchinformationon the
global shapeof the Internet. In particular they gave
evidenceof the fact that the Internettopology has
somestatisticalpropertieswhich makesit very dif-
ferentfrom the modelsuseduntil then, seefor in-
stance[10], [24]. This inducedan intenseactity
in the acquisitionof suchmaps[26], [28], [50], in
theiranalysig24], [59] andin theaccuratanodeling
of the Internet[9], [40], [63], [64]. See[51] for an
in-depthsurwey.

Our analysisof the exploration processwill be
basedon thesestatisticalpropertiesand thesemod-
els,which we presenbelon. We alsoneedto model
thetraceroute  tool andthe explorationprocess,
which we also discussin this section. Finally, we

stood,the factthat the degreedistribution of the In-
ternetgraphis very heterogeneoubasbeena sur
prise [24]. Indeed,the proportionpx of nodesof
degreek might be approximatedoy a power of k:
p« Kk with 25, Intuitively, this meanghat
mostnodeshave a low degreebut thereexists some
nodeswith (very) high degree. Suchgraphsaresaid
to bescale-fee

Another important statistical property measured
onthelnternetis its clusteringC de nedasC = H_
whereN is the numberof triangles(three nodes
with threelinks) in the network andN  is the num-
ber of connectedriples (three nodeswith at least
two links)“. In otherwords,C is the probability that
two nodesareconnectedogetheygiventhatthey are
both connectedo a samethird, which givesa mea-
sureof the local densityof thegraph.Theclustering
of theInternetis high, consideredisa constaninde-
pendenbf N.

“Thereareseveralde nitions for thenotionof clusteringcoefcient,
which all have their own adwantagesand dravbacks. They are all
aimedat capturingthe local densityof graphs,andwould sene our
purposesquialently



Modelingnetworks

The basic model for networks is the Erdos and
Réryi (ER) randomgraphmodel[8], [22]. In anER
graphwith n nodesgachof thew possibldinks
exists with a given probability p. Equivalently, an
ER graphis constructedrom n nodesby choosing
m=p w links at random. Notice thatan ER
graphcontainsaagiantcomponenassoonastheaver-
agedegreeis greatethanl [8]. In thefollowing this
conditionis alwaysful lled andgenerallythe graph
itself is fully connected.

In sucha graph, the averagedistancegrows as
log(n) [8] aslong asp is high enough .However, the
clusteringis small (it tendsto zerowhenn grows),
and the degree distribution follows a Poissonlaw
(P e k—k!). This implies in particularthat all
the nodeshave a degreecloseto the average.There-
fore, althoughthis model can be consideredas rel-
evantconcerningthe averagedistancejt misseshe
two othermainpropertieof the Internet.

An important step was made when Albert and
Baralasi(AB) introducedtheirmodelbasedon pref-
erential attachment[2], [20]. In this model, nodes
arrive one by one and choosek neighborsamong
the existing oneswith a probability proportionalto
their degree. The degreedistribution of the nodes
in the obtainedgraphsfollow a power-law with an
exponent 3 (it is possibleto modify this exponent
in othersmodelsusingpreferentialttachment)The
averageadistanceof suchagraphis logarithmicin the
numberof nodesput the clusteringis low.

This modelhasbeenmodi ed to give highly clus-
terized graphs: in the Dorogovtser and Mendes
(DM) model[19], nodesarrive oneby onebut ateach
stepone choosesa randomlink f u; vg andthe new
nodeis linked to bothu andv. This impliesthata
nodeis chosenwith a probability proportionalto its
degree. Therefore the preferentialattachmenprin-
ciple is hiddenin this model,which inducesthe fact
that DM graphshave a powerlaw degreedistribu-
tion. Moreover, sinceoneforms a triangle at each
step,they have a high clustering.

It is alsopossibleto samplea randomgraphwith
a prescribeddegree distribution using the Molloy
andReed® (MR) model[38], [46], [47]. This gives

®Despiteit hasbeenintroducedn [6] andstudiedby Bollobasin [7],
this modelis commonlyrefferredto asthe Molloy and Reedmodel
sincetheseauthorsmadeit popularin their contritutions[46], [47].
Wewill follow this corventionhere.

| Model || Density | Distance| Degree | Clustering |

ER YES YES NO NO

AB YES YES YES NO

MR YES YES YES NO

DM YES YES YES YES

GL YES YES YES YES
TABLE |

CHARACTERISTICSOF THE MODELS WE USE IN THIS PAPER
CONCERNING THE MAIN STATISTICAL PROPERTIES.

graphswith exactly the wanteddegreedistribution,
but with low clustering.[7], [38], [46], [47].

Finally, the Guillaume and Latapy (GL) model
[29], [30], basedon bipartite graphs,gives graphs
with powerlaw degreedistributionsandhighcluster
ing, by samplinggraphswith prescribedlistribution
of cligue (completesub-graph}kizes.

The performancef thesemodelsaresummarized
in Table l. They are currently the most widely
usedfor the realisticmodelingof clusterizedscale-
free networksandhave all their own advantagesnd
dravbacks. In particular the parametersare differ-
entfrom onemodelto another:the main parameter
for ER and AB modelsis the averagedegree,and
theotherspropertiesof thesemodels(thedegreedis-
tribution for instance)are consequencesf the con-
structionprocesstself. Likewise, the original DM
modelhasno parametebut the sizeof thegenerated
graphandonceagain thepropertieof thismodelare
containedin the constructionprocess.Finally, MR
andGL modelsarede ned usingthedegreedistribu-
tionsonewantsto obtain,andmostof the properties
(including the averagedegree)are consequencesf
thesedistributions. Therefore dependingon thetar
getedproperty(degreedistribution, clustering,etc),
onewill useonemodelratherthananother

Thesemodelshave beenconsideredas building
blocksfor morecomplex models.See[3], [9], [19],
[23], [34], [45], [51], [58], [63] for a descriptionof
someof these.

In the resultswe presenthere,our aim is to give
evidenceof the impactof the network propertieson
the ef ciency of a shortest-pathbasedexploration.
In most cases the resultsdo not vary qualitatively
betweerthe AB andthe MR modelsontheonehand
(which have a powerlaw degreedistribution andno
clustering) andbetweerthe DM andthe GL oneson
the other hand (both powerlaw degreedistribution
and clustering). We will thereforemainly present



resultson ER, AB andDM models,exceptin Sec-
tion VII whereit is particularlyrelevantto useMR
andGL ones.

Modelingtraceroute  andtheexploration

In this paperwe will make the classicassumption
[13], [35] thatarouteasobtainedby traceroute
is nothingbut a shortespathbetweerthe sourceand
the destination. It is known that this is not always
true,seefor instancd33], [36]. However, thischoice
is motivatedby the two following points:

thisapproximatiorhasglittle in uence, if any, on

our results,which we will demonstraten Sec-

tion VII,

andrealisticmodelingof routesis nowadaysa

challengingissuefor which no bettersolution

usablein our context is known [33], [36].
Moreover, let us emphasizen the fact that we will
malke an intensive use of route simulations,which
makesit crucialto be ableto procesgshemvery ef-
ciently. To this respectpur assumptiorhasimpor-
tantadwantages.

Sincetheremay be mary shortestpathsbetween
two nodes,this is not sufcient to properly de ne
amodelof traceroute . At agivenmoment,the
routefollowedby apacletwhenagivenrouterroutes
it to a destinationwill alwaysbe the sameindepen-
dently of the sender This may have anin uence on
the quality of the exploration processthereforewe
includedit in our model of traceroute : we al-
waysfollow the sameshortesipath (initially chosen
randomly)betweenrary two nodes.In [35] asimilar
modelof traceroute  basedn shortest-pathkas
beenintroduced.

We now have a precisemodelof routesasviewed
by traceroute But we also needa model for
the exploration process. We consideredwo points
of view: in the rst onewe supposethat we make
a snapshotof the network, andin the secondone
we supposeave make a long-timeexploration. This
leadsrespectrely to the uniqueshortestpath (USP)
model,andto the all shortestpaths(ASP) one: we
either seeonly oneroute for arny given sourceand
destinationpr we seeall thepossibleones.The ASP
modelshouldnot be consideredsa realisticmodel,
sinceonecannotexpectto getall shortest-patheven
within a long period of time (in sucha long time,
the network is very likely to evolve). However it
can be consideredas a best caseprocedurewhen

dealingwith shortest-pathsr asanupperboundon

the amountof information one can expect from a

shortest-pathasedexploration. The actual qual-

ity of suchanexplorationlies someavherein between
USPandASP

We alsoconductedexperimentsusingothermod-
els (randomshortestpath, several shortestpathsbut
notall, etc),andtheresultsdid notqualitatively vary,
sowe do notdetailthemhere.

Finally, we generally considera set of sources
anda setof destinationsand make the exploration
using each possiblecouple of sourceand destina-
tion in thesesets. Sucha study hasalreadybeen
conductedon real datain [5], where the authors
have de ned this exploration schemeas a (k; m)-
traceroute study (the exact de nition appears
later in [35]), where k is the numberof sources
andm the numberof destinationghoseratrandom.
Thenall traceroute are performedbetweenthe
sourcesandthe destinations.We aregoingto usea
similar approachin thefollowing.

Methodolgy and grayscaleplots

Our globalapproachs asfollows:

1) generatea graphG usinga given modelwith
someknown properties,

2) computea view G°of G usinga given model
of the explorationprocessanda setof sources
andof destinationsand

3) comparethe statisticalpropertiesof G° to the
onesof G.

This methodologyis very natural,and hasalready
beenusedfor instancean [13], [31], [35].

Let usinsist on the fact that we seekqualitative
resultsonly: we wantto know how qualitatve prop-
ertiesof thenetwork in uencesthepropertiesve ob-
seneduringanexplorationprocessandhow reliable
aretheobtainedmapswith respecto somestatistical
properties. It makes no senseto interpretquantita-
tively the resultsobtainedwith the kind of approach
we usehere. On the contrary by the simplicity of
the modelsand of the propertieswe use,we obtain
evidencesf thefactthatsomepropertiegplay afun-
damentalole in the explorationwhereasthersmay
bengylected.

In the method sketched above, the third point
(comparisorof the original graphwith the view we
obtain)is adif cult task.It generallyleadsto ahuge
amountof plots which onehasto compare.To help



in this, we will make an extensie useof grayscale
plots which we de ne asfollows (seeFigure 8 for
someeasilyreadableexamples).

ForagraphG with N nodeswe considerasquare
of sizeN N. Eachpoint(x;y) of thesquarecor
respondgo a view G° of G usingx sourcesandy
destinationswith a given model of the exploration
procesgthe point (0; 0) is in the lower left corner).
Thepointis dravn usingagrayscaleepresentinghe
valueof thenon-n@ativereal-valuedstatisticalprop-
erty p underconsiderationfrom blackfor p = 0to
white for the maximal value of p (which might be
greatetthantherealvalue).

Thereforejn theseplots,thepoint (0; 0) is always
black (we do not seearything using zero sources
andzerodestinationsandin this caseall the proper
tieswe will considerarenull) andthe point (N;N)
has the grayscalecorrespondingo the value of p
for the original graph G (when every node is a
sourceand a destinationwe seeeverything: G° =
G). The pointsdarker thanthe point (N; N) corre-
spondto conditionswherethe value of p is under
estimatedywhereagointsclearercorrespondo con-
ditionswhereit is over-estimatedThegrayvariation
is linear: if a dot is twice darker than anotherdot,
thentheassociatedalueis twice aslarge.

Notice that eachpoint of sucha plot corresponds
to agraphG® andcomputingsuchplotsis computa-
tionally expensve. Therefore s it importantto ef -
ciently computethemandto keepN quite low. We
conductedexperimentsvith N = 10%, N = 10* and
N = 1 typically, and,whereassome nite sizeef-
fectsarevisibleonsmallgraphgN = 10?), theseef-
fectsdisappeafor graphsof sizeN = 10* andmore.
This is why we will presenplotsfor thisvalueof N
in general.

Finally, to improve the grayscaleplotsreadability
we addedon eachsuchplot the 0:25-, the 0:50-, the
0:75- andthe 0:99-level lines,wherethel-level line
is de ned asthe setof pointswherethe value of p
over its maximalvalueis betweenl  0:01 andl +
0:01L Theselines are often a precioushelp in the
interpretationof the grayscaleplots. SeeFigure 8
andtherestof the paperfor examples.

[I. PROPORTION DISCOVERED

In this sectionwe focuson the mostbasicstatisti-
cal propertiesof anexploration,namelythe propor
tion of discorerednodes,the proportionof discov-
eredlinks, andthe quality of the evaluationof the

averagedegree. We presentthe relevant resultson
theER,the AB, the MR andthe DM modelsandwe
explain which parametersiave a strongin uence on
theseresults.

Notice that results using similar approachhave
beenobtainedin [5], however our explorationsare
processen randomgraphsnsteadof realdata,the
aim beingto highlight the parameter®f the models
andthereforethe characteristicef the graphswhich
in uence theef ciency of theexploration.

All possibledestinationsandfew sources
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Fig. 1. Proportionof discoveredlinks versusaveragedegreein an
ER graph( rst row) andin anAB graph(secondow) whenoneuses
a USPexploration(left column)or an ASP one (right column). Plots
aregivenfor various(small) numbersof sourcegnamely1, 2, 5 and
10). All thenodesaretakenasdestinationsN = 10*.

Let us rst studywhathappensvhenthe number
of sourcesgrows but stayssmall (all the nodesare
destinationsthereforewe discover all of them). We
plotin Figurel the proportionof discoveredlinks in
several casesasa function of the (real) averagede-
greefor ER andAB graphs(theonly onesfor which
theaveragedegreeis abasicparameter)This makes
it possibleto checksomenaturalintuitions: thequal-
ity of the view grows with the numberof sources,
andit is betterfor ASP thanfor USP Notice how-
ever that as the averagedegree grows, the number
of (shortest)pathsbetweentwo given nodesgrows
rapidly. Therefore,the ASP exploration becomes
more ef cient than USR which fails in discovering
mary links.

As alreadyexplainedin [31], the uctuations in
the ASPplots,whichmayseensurprisingaredueto
thefactthatthemissedinks areexactly the onesbe-
tweentwo nodesatthesamedistancdrom thesource
(sucha link cannotbe on a shortestpath from the



source,and all othersare). Therefore,when most
nodesareat distance2 from the source(for instance
when the averagedegreeis 69 on a 10° nodesER

graph),mary links are betweenthem, are therefore
aremissed(which leadsto a holein the curve). On

the opposite,whenthereare as mary nodesat dis-

tance2 from the sourceas at distance3 (typically

whenthe averagedegreeis 26), thenwe missonly

few links (andthereis abumponthecurwe).

Finally, thereis no signi cant differencebetween
the behaior of ER andAB graphs.Theseplotsalso
give evidencefor thefactthat,for ER andAB graphs
with low averagedegree,only afew sourcesaresuf-

cient if the numberof destinationss large. The
mainreasoris thatwith a (very)low averagedegree,
thegraphis eithernon-connectedr nearlyatree.In
thislastcasethegraphis obviously easyto discover.
Thedensityof thegraphis thereforea rst parameter
which stronglyin uencesthe ef ciency of anexplo-
rationprocess.

Randongraphs

Theseremarksarecon rmed for ER graphdy the
grayscaleplotsin Figures2 and3. Whentheaverage
degreeis quite small, thereis no qualitative differ-
encebetweenASP andUSP (thereexistsin general
very few shortestpathbetweenary two nodes)and
the quality of the view is goodeven for small num-
bersof sourcesanddestinations.

Fig. 2. ER graph: numberof nodes,numberof links, andaverage
degree.k = 10, N = 10*, USP(rst row) andASP (secondow).

On the contrary whenthe averagedegreegrows,
so doesthe numberof shortestpaths,and the dif-
ferencebetweerm$ASP andUSPbecomesigni cant.
Thiscanbeobsenedin Figure3, wherewe shav the
plots for both USP and ASP on an ER graphwith
high averagedegree. In this case the nodesare not

harderto nd thanin alow-averagedegreegraph,but
thelinks are.

Fig. 3. ER graph: numberof nodes,numberof links, and average
degree.k = 100,N = 10*, USP(rst row) andASP (secondow).

Thefactthatthe averagedegreeis obtainedoy di-
viding two other propertieswhich areimproved by
the useof more sourcesand/ordestinationhasim-
portantconsequenceslf one of the two properties
is highly biasedandthe otheris not, thenthe aver-
agedegreewill have astrongbias. The quotientacts
like aworst case Iter . Figure3 showsthis effecton
denseER graphs.Sincethe numberof links is very
poorly estimatedsois the averagedegree.

In Tablell we give afew moreprecisevaluesex-
tractedrom thepreviousplots,whichareof practical
interestsincethe numberof sourcesanddestinations
aresmall but greaterthanthoseusedin currentex-
ploration. Indeed,on the Internet,usingonly 0:1%
of nodesas sourcesmeansusing several thousands
sourcesandonly onerecentproject[53] approaches
this nowadays. However, evenwith this numberof
sourcesan ER grapheven with a low averagede-
greecannotbe exploredin a satishctoryway in the
USP case. In orderto get a nearly perfectview of
the network in termsof links, onehasto useat least
1% of the nodesas sourcesin a network with low
averagedegree.

Still concerningeR graphs)et usobsenre that,as
announcedthereis no qualitatve differencewhen
onechangeshesizeof thegraph:thegrayscalelots
for a 10° nodesER graph(Figure 4) andthe ones
for a 10* nodesER graphwith the sameaverage
degree(Figure 2) arevery similar. Notice however
thatwhenN grows, the proportion of sourcesand
destinatiomecessaryo obtainanaccurateview de-
creasesevenif the numberof sourcesanddestina-
tionsincreases.



USP ASP
src | dest| k=10|k=100| k= 10| k= 100
0.1% | 25% | 48% 5.6% 83% 53.%%
0.1% | 50% | 68.6% | 10.B% | 94.®0 | 77.6%
1% | 25% | 99% 32.20 | 99.806 | 92.6%
1% | 50% | 99.96 | 54.3% | 100% | 96.8%
TABLE I

INFLUENCE OF THE AVERAGE DEGREE kK AND THE NUMBER OF
SOURCES AND DESTINATIONS ON THE PROPORTION OF
DISCOVERED LINKS. ER GRAPH, N = 10%.

Fig. 4. ER graph: numberof nodes,numberof links, andaverage
degree.k = 10, N = 10°, USP( rst row) andASP (secondrow).

Scale-feegraphs

Let us now obsere what happensvhenwe con-
sider scale-freegraphs. Let us begin with the AB
modelwhich makesit possibleto obtain scale-free
graphswith a givenaveragedegree(by choosingthe
numberof links createdor eachnewv node).In Fig-
ure 5 (all the plots, using differentparametersdis-
play a very similar behaior), we can seethat the
ef ciency of the explorationon suchgraphsis qual-
itatively similar to the oneon ER graphs,thoughit
is lower. If we wanta very precisemap, however,
we needmuchmoresourcesaanddestinationsThere
is also a strongdifferencebetweenUSP and ASP,
which tendsto show thatthereare multiple shortest
pathsbetweemodes.

If we makethesameexperimentswith MR graphs
using a power law distribution, which also have a
scale-freenature and should be equvalentto AB
graphs,we obtain the surprisingresultsplotted in
Figure 6: the quality of the obtainedview is much
worse for MR graphsthan for AB graphs. Even
whenconsideringASE, oneneeddo take abouthalf

Fig. 5. AB graph: numberof nodes,numberof links, andaverage
degree.k = 10, N = 10*, USP( rst row) andASP (secondow).

sourcesand destinationgo view 75% of the graph
(bothin termsof links andnodes).

Notice alsothatthe averagedegreeis surprisingly
well estimatedgevenif overestimatedIndeed,since
the averagedegreeis the quotientof the proportion
of nodesandlinks discovered,if thetwo properties
havethesamekind of bias,thismaybehiddenby the
guotient:theevaluationof theaveragedegreeis good
whenever theratio betweerthe numberof links and
the numberof nodesis accurategvenif thesenum-
bersthemselesarewrong. Figure6 displayssuch
a behaior. Actually the averagedegreeis overesti-
matedsincehigh degreenodesandsomeof thelinks
attachedo themare rst discoveredandlow degree
nodesarediscoveredonly in thelaststepsof the ex-
ploration.
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Fig. 6. MR graph: numberof nodes,numberof links, andaverage
degree. = 2:5,N = 10*, USP(rst row) andASP (seconcdrow).

The factthat MR graphsusing power law distri-
butionsare harderto explore than AB onesrely on
a simple explanation:in an AB graphwith average
degreek, the minimal degreeis & (we add ¥ links
at eachstep,seeSectionl). On the contrary in a



MR graph,the numberof low-degreenodes(andin
particularthe numberof nodeswith only onelink)
is very high. During an exploration processthese
nodesaredif cult to discover sincethey lie on very
few shortespaths.For example,a nodeof degreel
andthelink attachedo it arediscoveredonly when
we choosethis nodeasa sourceor a destination.If
thenumberof suchnodesds high thenthe estimation
of the sizeof thegraphwill bepoor.

Theseexplanationsanbechecledasfollows. In-
steadof consideringhe original MR graph,we con-
siderits corede nedasthegraphobtainedoy remov-
ing all thenodesof degreel anditeratingthisprocess
until thereis no suchnodeanymore. In otherwords,
the graphis composedf the core,to which are at-
tachedsometreestructuresywhichweremove. If we
run the exploration on the core of a MR graph,we
obtainthe plotsin Figure7. Theseresultsaremore
in accordancevith the onesfor the AB graphs.No-
tice howeverthatit is notonly dif cult to nd anode
of degreel, but alsoto nd all the nodesof low de-
gree,which explainsthe differencebetweenAB (no
nodesof degreelower than %) andthe core of MR
graphs.

Thedifferencebetweem$ASPandUSPis moreim-
portantin AB graphsthanin MR (or in the core
of MR), which shaws that there are more multiple
shortespathsin anAB graphthanin a MR one.

Fig. 7. Coreof a MR graph:numberof nodesnumberof links, and
averagedegree. = 2:5,N = 10% USP(rst row) andASP (second
row).

The importantpoint hereis that the quality of an
explorationof aMR graphis low becausef thelarge
numberof low-degree nodesinducedby the cho-
sendeggreedistribution. Suchnodes,amongwhich
aretree-like structuresaredif cult to discoversince
they lie on few shortestpaths,whereasthe core of

thegraphandespeciallythenodesof high degreeare
rapidly discovered.

Clusterizedyraphs

Let us now considera DM graph,in which there
are mary trianglesand the degree distribution fol-
lows a power law. Likein anAB graph,thereis no
nodewith only onelink. Thereforetheeffectnoticed
above in MR graphsshouldnotappear

Qi

01220070000000000000000002.

Fig. 8. DM graph: numberof nodes,numberof links, andaverage
degree.N = 10%, USP( rst row) andASP (secondow).

However, one canseein Figure 8 that we again
obtainlow quality mapsof this kind of graphs.The
fact that the plots for USP and ASP are very simi-
lar indicatesthat thereare very few differentshort-
estpathsbetweemodes. This, andthe factthatthe
guality of the obtainedviews is low, canbe under
stoodasfollows. Whenonewantsto exploreaclique
(completegraph),or more generallya densegraph,
onehasto usea large numberof sourcesanddesti-
nations. For instancein a simpletriangle,two links
cannotbe discoveredsimultaneouslby onetracer
oute. Thereforethreetraceroutdrom wisely chosen
sourcesanddestination$ave to be processedb dis-
coveredatriangle. The samehappengor ak-clique
inwhichk (k 1)=2traceroutédhaveto beprocessed.
Thehighclusteringn DM graphss equivalentto the
factthattherearemary subgraphsvhich arecliques
or almost.All thesepartsof thegrapharedif cult to
explore.

Notice thatthis time the averagedegreeis poorly
estimatedwhichshowvsthatinferringtheaveragede-
greeis very closelyrelatedto the estimationof the
numberof nodesandlinks discovered. Very similar
behaiors (seeFiguresé and8 for instance)maylead
to very different averagedegree estimations. This



warnsus againstdraving fastconclusionsconcern-
ing propertienbtainedoy dividing apropertyby an-
otherone.

Finally, the conclusionof this sectionis the fol-
lowing: concerninghe numberof discorerednodes
andlinks, two propertiesof graphsmake themhard
to explorein differentways. The rst oneis thelarge
numberof tree-like structuresaroundthe coreof the
graph. The secondoneis the high clusteringwhich
inducesmary densesubgraphs.The two properties
arecomplementaryandact on differentpartsof the
graph(ontheborderandonthe core,respectiely).

I11. AVERAGE DISTANCE

Whenoneusesa few sourcesanddestinationgo
explore a graph,the obtainedview may not be con-
nected.In thiscasetheaveragedistancedoesnotre-
ally make senseHowever, theview rapidly becomes
connectecindwe canthenestimatehe averagedis-
tancein this view (by computingit exactly for afew
randomcoupleswhich corvergesrapidly to thereal
value).

Noticethat,oncewe have discoveredall thenodes,

adding new sourcesand/or destinationsdecreases

the averagedistance. We thereforebegin by over
estimatingt, andthenit corvergesto therealvalue.
Likewise,whenall nodeshave beendiscovered,the
USP exploration gives larger valuesthan the ASP
one.Thereforethe ASPexplorationis moreef cient

for the evaluationof the averagedistance.Sincethe
USP explorationis alreadyef cient, we do not dis-
play the plotsfor ASP

Fig. 9. Averagedistancefor (from left to right): ER graph(k = 10,
N = 10%), AB graph(k = 10, N = 10*), andDM graph(N = 10%).
USP

As one can checkin Figure 9, the evaluation of
the averagedistancerapidly becomesvery goodin
all the cases. The plots are nearly uniformly gray,
which meansthat a single traceroute is gener
ally agoodrepresentate for the averagedistancan
the whole graph. This is a consequencef the fact
thatdistancesn arandomgrapharecenteren the

averagevalue,seefor instancg16], [21]. Thisis also
true, evenif the deviation is greatey for real inter-

netroutes. See[36] andreferencesherein. Results
for ER graphswith variousaveragedegreesarevery

similar, andthe resultsfor MR graphsaresimilar to

the onesfor AB graphsthereforewe do not present
theseplotshere.

Noticealsothe presencef ablack horizontalline
at the bottom of the plots which correspondo the
factthatthe explorationwith few destinationyields
a set of small graphs(thereis no large connected
component)which have a very small averagedis-
tance.

The evaluationof the averagedistanceis slightly
lessprecisefor DM graphgthegrey is lessuniform).
This is dueto the factthat clusteringinducesshort-
cutswhich make it possibleto (slowly) reducethe
distancesvhen we discover more links. Sincethe
discovery of thelinks of a DM graphis not very ef-
cient (seeFigure8), the valuefor the averagedis-
tanceis re ned whenthenumberof sourcesanddes-
tinationsgrows. /

V. DEGREE DISTRIBUTION

Thedegreedistribution of theInternethasrecently
receved muchattention. It is the main propertyfor
which the biasinducedby the explorationhasbeen
studied[13], [31], [33], [35], [52], [56]. In particular
in [13], [35] it is shavn that undersimple assump-
tionsit is possibleto obtaina view with anheteroge-
neousdegreedistributionfrom anER graph.We will
deeperthesestudyhereby consideringseveralmod-
els, exploration methods,and numbersof sources
anddestinations.

The guestionwe addresshere s the following:
how fastdoesthe obsened degreedistribution con-
veme to the real one with respectto the numberof
sourcesand destinations? One may use the same
kinds of plotsasabove to answerthis question,but
this would meanthat we needa real-\aluedtestto
comparetwo distributions. Suchtestsexist (for in-
stancehe Student-testor the Kolmogoro/-Smirnov
goodness-of- ttest),andsuchanapproactwould be
relevant here. However, we seekpreciseinsighton
howtherealdegreedistributionis approachedyhich
makesmorerelevanttheapproactconsistingn plot-
ting of resultsfor representatie valuesof the param-
eters.Indeedtheseplotsmalke it possibleto obsene
the qualitatve difference(e.g. power-law vs Pois-
son) betweernthe distributionsmoreeasily Finally,



like in therestof the paper we conductedextensive considersan ASP exploration (Figure 12), even for
simulationsand we selectedthe mostrelevantones smallnumbersf sourcesanddestinations.

for this presentation. Notice alsothat, in intermediarycasesone may
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Let us rst considerER graphswith low average i
degree. As shown in Figure 10, if the numberof 000t ¢ £
sourcess very low thenthe obtaineddegreedistri- i o 20X I R < A
bution is far from the real one. With an USP ex- 0.0001 e ooy i
ploration,the obtaineddegreedistribution corverges o9 : :
quiteslowly: it is still signi cantly differentfromthe o0 * original 1
realoneif we take 1% of sourcesand10%of desti- ;- +*+ 55/0/0523 ; i
nations. With an ASP exploration, the accurag is = . + -« 9% 100% i
much better: the view is almostperfectevenwith .| . i
only 0:5% of sourcesand20%of destinations. ooak |

The caseof ER graphswith high averagedegree ;m’%
(Figurell)is moreinteresting:the presencef high oo " J;gmﬂ@ S |
degreenodesmalesit possibleto obtainheteroge- °*[.  + Pl Py 1
neousdegreedistributions,well tted by powerlaws, L ..

with partial USP explorations. This hasbeenstud- 0 20 e &0 TR

ied in previousworks[35], [52] to shav thatthe ex-

p|0rati0n bias may be qua||tatve|y Signi cant. This Fig.11. ERgraph:degreedistribution. k = 100, N = 10*, small
. . numberof sources(top log-log scale)and large numberof sources

measuremenbias occurswhen one considersvery  pottomnormalscale).UsP

few sourcesand mary destinationgFigure 11, top)

and the USP exploration. It disappearsvhenone If we now considerscale-freegraphs,the results

considersa larger numberof sources for instance aretotally different: asonecancheckin Figures13

0:5% of thewhole (Figure11, bottom),or whenone and 14 respectrely for MR and DM graphs,both
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USPandASPexplorationsgiveaccuratevziews of the
actualdegreedistribution®, even for small numbers
of sourcesmnddestinationsln thecaseof MR graphs
(the resultsaresimilar for AB graphs)the t is ex-
cellent. In the caseof DM graphs the obtainedex-
ponents slightly lowerfor smallnumberf sources

5Theimportantcharacteristiof a power-law distributionis its expo-
nent ,i.e. theslopeof thelog-logplot. Here,we divide thenumberof
nodesof agivendegreeby thetotal numberof nodesN , includingthe
oneswhich arenotdiscoreredduringthe explorationin concern.This
doesnotchangeheslopeandmalesit possibleto plot thedistributions
in asamegure.
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Fig. 14. DM graph: degreedistribution. N = 10%, USP(top) and

ASP (bottom).

but it rapidly corvergesto therealone.

In conclusionthe behaiors of ER andscale-free
graphsarecompletelydifferentconcerningheaccu-
ragy of the obtaineddegreedistributions. Whereas
it is quite dif cult (especiallyusing an USP ex-
ploration) to obtain an accurateestimationfor ER
graphs,the exponentof the power-law degreedis-
tribution of aMR, anAB or a DM graphis correctly
measuredvenwith a small numberof sourcesand
destinationsDespitethefactthatusingavery small
numberof sourcesandalargenumberof destinations
may give usawrongideaof theactualdegreedistri-
bution of a graph,we have shavn that thesecases
are pathological. Indeed,as soonas the numberof
sourcegrows, this effectdisappears.

V. CLUSTERING

The clusteringof a graphis computedby divid-
ing thenumberof trianglesin the graphby the num-
berof connectedriples (seeSectionl). Justlike the
averagedegreedependn the obtainednumbersof
nodesandlinks (seeSectionll), this meanghatthe
evaluationof the clusteringof a graphwe obtainus-
ing anexplorationdependon how fastwe discover



triangleswith respectto the speedat which we dis-

covertriples: theevaluationof the clusteringis accu-
rateif wediscoveraproportionof thetotalnumberof

trianglessimilarto theproportionof thetotalnumber
of tripleswe discover. We will thereforestudyhow

trianglesandtriplesarediscovered togethemwith the
clusteringitself.

Fig. 15. ER graph: clustering,numberof triangles,and numberof
triples.k = 10, N = 10*, USP( rst row) andASP (secondow).

Fig.16. DenseERgraph:clusteringhumberof trianglesandnumber
of triples.k = 100, N = 10%, USP( rst row) andASP (secondow).

Let us rst obsere what happendor ER graphs.
Noticethatwhenthe averagedegreeis low, thereare
almostnotrianglesn suchgraphgandsothecluster
ing is zero). Whentheaveragedegreegrows, sodoes
the clustering. We thereforeperform our measure-
mentsin bothcasesAs onecancheckin Figuresl5
and16, thereis norealsurprise:increasinghenum-
bersof sourcesanddestinationsncreaseshe evalu-
ationof theclustering,aconsequencef thefactthat
the speedsat which trianglesandtriples arediscov-
eredarequitethesame.Thisis in agreementvith the
resultsin the previous sectionwhich highlightedthe
factthatdensesubgrapharequite hardto explore.

If weturnto AB andMR graphgthe behaiors of

Fig. 17. AB graph: clustering,numberof triangles,and numberof
triples.k = 10, N = 10*, USP(rst row) andASP (secondow).

the two kinds of graphsare very similar), seeFig-
ure 17, we againhave a very low clusteringbut in
the USP caseit is overestimatedvhenwe consider
few sourcesanddestinationsThis is a consequence
of thefactthatwe discover muchmoretrianglesthan
triplesattheverybeginningof theexploration.How-
ever, the estimationgapidly becomesaccurateand
lower thantheinitial value. This canbe seenin Fig-
ure 17: the dark valuecorrespondso the clustering
of the original AB graph,andthe only caseswvhere
the estimationis wrong arein the lower left corner
The ASP explorationsgive moreaccurateesults.

Fig. 18. DM graph: clustering,numberof triangles,and numberof
triples.N = 10%, USP( rst row) andASP (secondow).

Let us now obsene what happenswith a highly
clusterizedgraph,obtainedwith the DM model. In
Figurel8,we canseethattheclusteringis well eval-
uatedin all the casesgexceptif we usemuchmore
sourceghandestinationor corversely(notice that
this is currentlythe casefor the explorationsof the
Internet). Indeed,in thesecasesthereis a strong
differencebetweenthe speedat which we discover
trianglesandtriples. Whenthe numbersof sources



anddestinationsresimilar, on the contrary despite
we missmary trianglesandtriples, the proportions
we missof eacharesimilar. In this case therefore,
the estimationof the clusteringis accurate.

In conclusionwe seein this sectionthatwhenwe
computean explorationof a graphwith low cluster
ing we may over-estimatethe clustering.Thisis due
to the fact that the views we obtainare constructed
by meging tree-like structuresyhich makesthetri-
angleshardto discover. It seemshowever that the
obtainedevaluationof theclusterings quiteaccurate
evenfor smallnumberof sourcesanddestinationsf
the underlyinggraphhasa low clustering. On the
contrary if the graphis highly clusterizedwe need
both a large numberof sourcesand destinationgo
obtaina good estimationbecauseliscovering trian-
glesis dif cult. This is particularly true whenthe
numberof sourcesor the numberof destinationss
quite low, which implies thatthe obtainedview is a
meiging of a few treesandthereforeover-estimates
thenumberof triplesbut containsvery few triangles.

V1. SOURCES AND DESTINATIONS PLACEMENT

Sincenot all nodesin the Internetplay the same
role (therearehighly connectedhodeswhereasnost
have only a few connectionsfor instance)onemay
wonderif it is possibleto designplacementstrate-
giesfor sourcesand/ordestinationsvhich improve
the exploration process.We investigatethis ideain
this section.

The rst well known differencebetweemodesin
the Internetis their degree. We will thereforecon-
siderthe threefollowing simple stratgjiesin which
we choosesourcesand destinationshodesin an or-
derdependingn their degrees.First we canchoose
both sourcesanddestinationsn increasingorder of
degrees,thereforewe will rst conducttraceroutes
betweerlow-degreenodes.In anotherstrategy, both
sourcesand destinationscan be chosenin decreas-
ing orderof degree,and nally sourcescanbe cho-
senin increasingorder of degree whereasdestina-
tionsarechosenn decreasingrder Theotherstrat-
egy (decreasing-increasingy symmetric. The re-
sultsshouldbe comparedo the onesobtainedwhen
we considersourcesanddestinationchosenat ran-
dom,aswe alwaysdoin therestof the paper Notice
thatmary otherstratgies, basedon other statistics,
arepossible.We only presenthe simpleonesbased
on the degree,which alreadygivesgoodinsight on

whatmay happen For the samereasonwe focuson
the basicstatisticsnamelythe proportionsof nodes
andlinks discovered,andthe averagedegree.

As onemay have expected thesestratgiesmake
no real differenceon ER graphs. Indeed,in these
graphs,all the nodeshave almostthe samedegree.
Moreover, the quality of the obtainedview is good,
even for small numbersof sourcesanddestinations
(seeFigure 2), thereforeone cannotexpectto im-
proveit drasticallyusingary strateyy. Likewise,the
quality of the exploration of AB graphsis already
good even for reasonablenumbersof sourcesand
destinationsTherefore gvenif placemenstratgies
improve the exploration,the differences not signif-
icant.

Fig. 19. MR graph: numberof nodes,numberof links, and aver-
agedegree. = 2:5,N = 10*, USPwith four stratejies(from top
to bottom): increasing-increasinglecreasing-decreasinigcreasing-
decreasingandrandom.The ASP plotsarevery similar.

The rst casefor which the placementstratgies
areinterestingto studyis thecaseof MR graphssee
Figure 19. The obtainedresultsshav that sources
and destinationgplacementis de niti vely relevant:
thethreestratgiesgive differentresults,alsodiffer-
ent from the randomstrategy. Moreover, the best
stratgy seemsto be the increasing-increasingne.
This comesfrom the fact that, in scale-freegraphs,



it is dif cult to discover low degreenodes(seeSec-
tion Il), whereaghey aretakenassourcesanddesti-
nationsin this stratgyy (andthereforewe "discover”

them quickly). This explains that the increasing-
increasingstratgy signi cantly improves the ob-

tainedview, whereashedecreasing-decreasisgat-
egy is inefcient. Notice alsothat the averagede-
gree is overestimatedn all cases,even with the
increasing-increasingtratgy. However with this

stratg)y we ensureghediscoveryof low degreenodes
rst andthe averagedegree corvemesfasterto its

truevalue.

Fig. 20. DM graph:numberof nodes numberof links, andaverage
degree. N = 10*, USPwith four strateyies (from top to bottom):

increasing-increasinggdecreasing-decreasingjcreasing-decreasing,

andrandom.The ASP explorationsgive very similar results.

Finally, let us obsere what happenson DM
graphs,seeFigure 20 for USP explorations (ASP
onesgive very similar results).In this case the best
stratgly dependson one's aim. If the priority is to
discover alarge numberof nodesusingfew sources
or few destinationsthenthebeststrateyy is certainly
theincreasing-increasingne. This comesfrom the
factthat DM graphs,like MR ones,have a power-
law degreedistribution andsolow-degreenodesare
dif cult to discover.

However, this strate)y giveslow performancdor

thediscovery of links, andgivesa highly biasedav-
eragedegree. If thesepropertiesare of primeinter-
est,one may preferthe increasing-decreasingjrat-
egy, which alsohasthe advantageof beingef cient
If the numberof sourcesandthe numberof destina-
tions aremore or lessequal. This stratgy actually
hasvery goodperformancein particularif we seeka
very accurateview of the graph:it signi cantly im-
prove thenumberof pointsabove the0.99-linelevel.
This canbe understoodisa consequencef the fact
that thereis a high heterogeneitybetweensources
anddestinations.

In conclusionwe seethatplacemenstratgiescan
be usedto improve signi cantly theef ciency of the
explorations,but the choiceof an appropriatestrat-
egy is not trivial. Indeed,it dependsboth on the
propertiesf theunderlyinggraphandon one's aim.
Theseresultsare also helpful in understandinghe
resultsobtainedin previous sections. For instance,
they con rm thatlow degreenodesare dif cult to
discover, which playsanimportantrole in our ability
to mapthe network.

VIl. REAL-WORLD DATA AND EXPERIMENTS

Until now, we presentedsimulationscarried out
on modelsof networks andusingsimplemodelsfor
traceroute  andtheexplorationprocessWe will
now make the samekind of experimentson real-
world datato evaluatethe relevanceof thesesimu-
lations.

To achieve this, we will usetwo the following data

sets:
The rst oneis awell known mapof the Inter
netcalledMercator [27], [28]. It is obtainedby
using massvely traceroute from only one
sourcebut with sourceroutingandseveralother
improvements.This maphasall the properties
we have mentioned:high clustering power-law
degree distribution and low averagedistance.
We will focuson the core of this graph,i.e. the
subgraphobtainedby iteratively removing the
nodesof degreel. Indeedwe have alreadyseen
thatthetree-like structuresaroundt aredif cult
to discover, andouraimis now to identify other
propertiesvhich mayin uence the exploration.
The seconddatasetwe will useis thenecmap-
ping[44], [42]. It is obtainedusing282sources
distributed aroundthe world (public looking-
glassesprocessingdraceroute probesfrom



thesesourcedo 282destinationchoserat ran-
domin a givensetof roughly onethousandp
addressesThe numberof sourcess therefore
hugecomparedo classicalexplorations(about
tentimeshigher)whereaghe numberof desti-
nationsis quite small. This datasetalsohasan
importantadwantage:we do not only have the
mapitself but alsotheactualroutesusedto con-
structit. Aswe will seein thefollowing, it will
make it possibleto deepersomeinterestingis-
sues.

A. Comparisorwith models

Using thesetwo real-world graphswe conducted
the sameexperimentsas the onespresentecaborve
andwe comparedhe resultswith the onesobtained
on a randomgraphhaving exactly the samedegree
distribution (MR model) and on graphshaving the
samedistribution of clique sizes(GL model). The
resultsfor the basicstatisticsare presentedn Fig-
ure21andin Figure22 for the coreof Mercator and
for thenecgraphsrespectrely. Theresultsconcern-
ing the clusteringare plottedin Figure23 and24’.
The resultsconcerningthe averagedistanceandthe
degreedistributionsarevery similar to the onesob-
sened on models,thereforewe do not discusshem
further
From Figure 21, Figure 22 and the onesdiscussed
before,we canderie the following interpretations,
which arequite similar for the Mercator andthe nec
graphsdespitehedifferentwaysthey have beenob-
tained:

the dif culty in exploring thesegraphsis not
only dueto the presenceof tree-like structures
aroundthe core,sincewe removed themin the
Mercator graph,andsincethe necgraphhasal-
mostno tree-like structure,
thesegraphscannotbe viewed as MR graphs
sincetheexplorationof thiskind of graphggives
different results,despitethe fact we took MR
graphswith the very samedegreedistributions,
theclusteringcouldbeviewedasthemainprop-
ertyresponsibldor thelow quality of theexplo-
rations, sincethe resultsfor the Mercator and

"The jumpsin the grayscaleplots for the clusteringof the core of
the Mercator graphandthe necgraphare dueto the onesin the plot
of the numberof triples. Themseles are consequencesf the fact
that, at this point, we take a very high-dggreenodeasa sourcewith
mary destinationswhich suddenlyincreaseshe numberof triples(by
d(d 1) whered is thedeagreeof thenode).

Fig. 21. Numberof nodesnumberof links, andaveragedegreefor
(from top to bottom): the coreof the original Mercator graph,a MR
graphwith exactly the samedegreedistribution, and GL graphwith
the samedistribution of cliquessizes.usp explorations.

Fig. 22. Numberof nodesnumberof links, andaveragedegreefor
(from topto bottom):thenecgraph,aMR graphwith exactly thesame
degreedistribution,andGL graphwith thesamedistribution of cliques
sizes.usP explorations.

necgraphsarequite similar to the onesfor DM
graphs(Figure 8, rst row) andto the onesfor
GL graphg(Figures21 and22,third rows).

This lastconclusion however, is not completelysat-
isfactory Indeed,it appearghat no modelsucceed
in capturingreally well the behaior or Mercator
and nec graphsconcerningthe exploration. This



may indicate that other propertiesthan the degree
distribution and the clusteringmay play an impor
tantrole, seefor instancethe onesproposedn [39].
This canbe checled by observinghow the cluster
ing is approximatediuring explorationsof our real-
world graphs, and exploration of comparableGL
graphs,seeFigures23 and24. Fromthese gures,
it seemghatthe modelsdo not captureall the prop-
ertieswhich in uence the explorationprocessgven
if thelow degreenodesandthe clusteringhave been
clearlyidenti ed amongthem.

Fig. 23.  Clustering,numberof triangles,numberof triples for the
core of the original Mercator graph( rst row) anda GL graphwith
the samedistribution of cliquessizes(secondow). USP explorations.

Fig. 24. Clustering,numberof triangles,numberof triples for the
originalnecgraph( rst row) andaGL graphwith thesamedistribution
of cliquessizes(secondow). uspP explorations.

B. Goingfurther

The exact sourcesand destinations,and the ob-
tainedroutesusedo produceheMercatorgraphare
not available. Therefore,jn this casewe cannotplot
the grayscaleplots wherewe take the samesources
anddestinationssin thereal exploration,andwhere
we take realroutesratherthanshortespaths.

This is possiblewith graphsobtainedusingmore
sourcesand for which we have the information of
which routeshave beendiscovered. We have all
this informationfor the necdataset. This makesit
possiblein this caseto comparethe grayscaleplots
obtainedusingthe real traceroute pathsto the
grayscaleplots obtainedwith shortestpaths. This
is of prime interestsinceit allows the evaluationof
our hypothesesdlik e for instancethe approximation
of realrouteswith shortespaths.

This leadusto computegrayscaleglots wherewe
take the samenumberof sourcesanddestinationas
in the original exploration (hamely282 each),cho-
senat random,andin which we approximateroutes
with shortespaths just asbefore(we usedbothusp
andAsP). This givesFigures25 and26. Thenwe
comparetheseplots to the onesobtainedwhenwe
take the sourcesand destinationsasin the original
exploration, and we usethe real routesdiscovered
by traceroute , whichgivesFigures27 and28.

Fig.25. Numberof nodespumberof links, andaveragedegreefor the
necgraphusing randomsourcesand destinationsand shortest-paths.
USP ( rst row) andAspP (secondow).

Fig. 26. Clusteringhumberof trianglesandtriplesfor the necgraph
usingrandomsourcesand destinationsand shortest-pathsusp ( rst
row) andAsP (secondow).



Fig. 27. Numberof nodesnumberof links, andaveragedegreefor
thenecgraphusingthereal routesdiscoreredby traceroute

Fig. 28. Clustering,numberof trianglesandtriplesfor the necgraph
usingthereal routesdiscoreredby traceroute

The plots t surprisinglywell, the resultson the
real-world databeingin generabetweeranusp and
an AspP simulation. This is a very importantpoint,
sinceit givesevidenceof thefactthatthesimulations
we conductedhroughoutthe paperrely on reason-
ableapproximationsTheresultsshouldthereforebe
consideredhsrelevant,the biasinducedby the mod-
els of the explorationandof the routesbeing negli-
gible fromour qualitativepoint of view. Let usinsist
onceagain, however, on the fact that theseresults
have no meaningfrom a quantitativepoint of view.

Onemayalsoconsidettheactualnumberof nodes
one obtainsusing the maximal numberof sources
anddestinationghere, 282, seeTablelll. Whenthe
sourcesanddestinationgarethe sameasin the origi-
nal exploration,andtheroutesaretherealones,one
seef courseall the graph,andthe clusteringis the
real one. With the models,mostnodesare discov-
eredbut approximatelyone quarterof the links are
missed.As alreadyexplained,this may be a conse-
guenceof the presenceof links which are between
nodesat the samedistancefrom the sources.How-
ever, neitheran UsSP nor an ASP explorationcansee
suchlinks, andTablelll shovsthatherethe Asp ex-
plorationdiscoverslinks muchbetter Thereforethe
poor performanceof usp is mainly due hereto the
factthatthereexistsseveral(mary) shortespathsbe-
tweensourcesand destinations.This indicatesthat
repeatingthe exploration at several datesmay help
in improving the maps,sinceonemay thendiscover
severalshortespaths.

links

1.000
0.741
0.978

nodes
1.000
0.997
0.999

cc
0.087
0.0079
0.012

original
randomnodes/usp
randomnodes/asp

TABLE Il
NUMBER OF NODES, NUMBER OF LINKS AND CLUSTERING
DISCOVERED WHEN ALL PATHS HAVE BEEN PROCESSED, FOR
ORIGINAL ROUTES AND FOR USP AND ASP EXPLORATIONSWITH
RANDOM SOURCES AND DESTINATIONS.

CONCLUSION AND DISCUSSION

We conductedan extensive set of simulations
aimedat evaluatingthe quality of currentmapsof
the Internetandthe relevanceof increasingsigni -
cantly the numberof sourcesand/ordestinationgo
improveit. To achieve this, we consideredhe most
commonlyusedmodelsof graphs(namelythe ER,
the AB, the MR, the DM andthe GL ones). Using
thesesimple modelshasthe advantageof makingit
possibleto studyseparatelythe in uence of various
simple statisticalproperties. We constructedviews
of thesegraphsand comparedhemto the original
graphs. We focusedon the proportionof the graph
discovered(bothin termsof nodesandlinks), theav-
eragedegree the averagedistancethe degreedistri-
bution andthe clustering which areamongthe most
relevantstatisticalpropertiesof complex networksin
generalandof thelnternetin particular

We presentedh this paperour mostsigni cant re-
sults. To do so, we introducedthe grayscaleplots
andthe level lines, which make it possibleto give
a syntheticview of a hugeamountof information,
andto interpretit easily We alsodiscussedhow ex-
ploration may be improved by placemenstratgies
for the sourcesand destinationsand we compared
the resultson network modelsto the onesobtained
on real-world data. This last point con rmed that
the simpli cations and assumptionsve have made
in our simulationsdo not in uence signi cantly the
obtainedresults.

From theseexperiments,we derive the following
conclusions:
Two statistical propertiesof graphsin uence
strongly our ability to obtain accurateviews
of themusingtraceroute : the presenceof
mary tree-like structuresand the high cluster
ing. Thesetwo propertiesactindependenthand



their effectsarecombinedn the caseof the In-
ternet.

It is relevant to use massvely distributed ex-
ploration schemedo obtain accuratemaps of
scale-freeclusterizechetworkslik e theInternet,
in particularif we wantto discover mostnodes
and links, and have an accurateestimationof
the clustering. Using morethana few sources
shouldyield muchmoreprecisemaps.

On the contrary the evaluation of the degree
distribution of sucha network, as well asits
averagedistance,is achiesed with very good
precisioneven for reasonablysmall numberof
sourcesanddestinations.

The detailsof the exploration scheme(for in-
stance USP versus ASP or the behaior of
traceroute ) tendsto have little importance
when the number of sourcesand destination
grows. In the caseof the Internet,this means
thatdistributing explorationscanbeviewedasa
way to improve the independencef the results
from the exploration schemeandthe detailsof
routeproperties.

Despitethe factthatpowerlaw degreedistribu-
tion and high clusteringplay a role in the ef-
ciency of the explorationsof the Internet, it
seemghatotherunidenti ed propertiesalsoin-
uence this ef ciency.

Sourcesand destinationglacements relevant
for theimprovementof theexplorations put the
choiceof theplacemenis relatedto theproperty
one wantsto capture. Moreover in real mea-
surementsthe nodesare indistinguishablebe-
fore the measurementshereforesucha place-
mentis quite challengingand shouldbe modi-
ed duringtheexploration.

Finally, theseresultsmake it possibleto conclude
thatwe maybecon dentin thefactthatthe Internet
graphhasa very heterogeneoudegreedistribution,
well approximatedy a power law, andthatthe cur-
rent evaluationof the exponentof this distribution
IS quite accurate: currentexplorationsuse enough
sourcesto ensurethat we do not obtain biasedex-
plorationsof ER-like graphs,andin the othercases
it seemghattheestimationof thedegreedistribution
is accurate. Likewise, one might give creditto the
available evaluationsof the averagedistancein the
Internet. On the contrary despitethe clusteringof
the Internetis certainly quite high, the estimations

we have should be consideredmore as qualitatve
thanquantitatve.

Much could be doneto extend our results. First,
onemay considermore subtlestatisticalproperties,
like the correlationsbetweennode degrees,or the
correlationdetweerdegreeandclustering.Onemay
alsostudymorepreciselysomeregimesof speciain-
terest,lik e for examplethe onescurrentlyused(few
sourcesand mary destinations),or the one where
eachsourcecanrun traceroute a limited num-
ber of times. Oneshouldalsoconductsomeexperi-
mentswith morerealisticmodelsof traceroute
Finally, thesesimulationsresultsmay provide some
hints and directionsfor the formal analysisof the
quality of Internetmaps. Suchstudieshave began
[13], [18], but for now only the degreedistribution
hasbeenstudiedin speci ¢ cases.Much remainsto
be donein this challengingdirection.

Notice also that we only consideredhere the
router level of the Internetand its exploration us-
ing traceroute . The samekind of studyshould
be conductedatthe AutonomousSystemgAS) level
andincluding othertechniquedik e for examplethe
useof BGPtables.Themodelingof suchtechniques
is however a problemin itself.

Finally, let us insist on the fact that most real-
world complex networks, lik e the World Wide Web
andPeerto Peersystemshut alsosocialor biologi-
cal networks aregenerallynot directly known. Var-
ious exploration schemesare usedto infer mapsof
thesenetworks, which may in uence the vision we
obtain. Themetrologyof complex networksis there-
foreagenerakcienti ¢ challengefor whichthegoal
is to beableto deducepropertiesof therealnetwork
from the obsened ones. The methodologywe de-
velopedheremay be appliedto thesedifferentcases
with bene t.
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